Course 1561
Designing a Microsoft Windows 2000 
Directory Services Infrastructure
Crib Notes – Windows 2000 Study

Module 1, Intro to Designing a Directory Services Infra

Prior to designing, business goals must be identified. Business needs, not technology, drive the design.

Create the simplest design possible, which is one Domain. A single domain is:


Easier to manage


Simpler to delegate administrative authority

Objects that create AD structure

· Domain, the very first Domain created in a Forest is the “root”. The Forest Root contains the configuration and Schema for the Forest. This domain CANNOT be renamed without removing AD and creating a new Forest.
· OUs

· Trees, a hierarchy of domains

· Forests, a collection of one or more Trees, with one being the “root”.

Identifying organizational needs consists of:

· Determine the goals of the organization

· Analyze the Administrative Model

· Anticipate Growth and Reorganization

· Document the Gathered Information

When making design choices, the following factors influence the design:

· Decision points, include only pertinent info

· Implications, be aware of certain design decisions

· Risks and Costs, allows you to mitigate or decrease possible problems

· Tradeoffs, not all goals may be achievable, not everyone has the same goals

Architectural Elements of Active Directory

· Designing a Naming Strategy

· Designing for Delegation of Administrative Authority

· Designing Schema Modifications

· Designing for Group Policy

· Designing an Active Directory Domain

· Designing Multiple Domains

· Designing a Site Topology

Reasons for having >1 Domain [repeated in Mod. 7]:

· Different password settings/policies

· Different Admin strategies/policies



Replication Design

· Additional Designs

· Authentication (clients try to authenticate from a DC in the client’s own site). If no local DC is available the Global Catalog is checked, which may span the WAN.

Use Sites to control [repeated in Mod. 8]:


Workstation logon traffic


Replication traffic


Distributed File System (DFS) topology


File Replication Service (FRS)

Module 2, Designing an AD Naming Strategy

Considerations affect AD Naming structure:


How much of the organization does AD include (ie, will it include subsidiaries)


Will some or all of the resources be available on the Internet


Will AD incorporate partners or customers in the future?


Anticipating any mergers or acquisitions in the next 2-5 years?

If using BIND you have one of four choices

1. Use BIND for external access, Win2000 DNS for internal (requires DNS subdelegation)

2. Use BIND for internal and external access

3. Use BIND for internal and external access, but place the AD domain on Win2000 DNS server

4. Use Win2000 DNS for both external and internal access

Use minimum of BIND 8.2.1 as it supports:


SRV service resource records


Dynamic Updates


Negative Caching


Incremental Zone Transfers

Choose Domain Names that are:

recognizable, meaningful, and stable, like geographical names (p. 10).

DNS Naming Strategy


Use a subdomain of a registered DNS domain name



Allows isolation of AD data



Provides a contiguous namespace



Delegated domain requires its own DNS server



Name structure is longer

Use the same DNS root domain for AD and Internet



Could use two separate zones, maintained separately with the same name on either side of a 



firewall



Benefit of using only one name



Requires add’tl DNS admin. To have keep records on both servers



Firewall config. Can be complex



No additional names need to be registered w/ICANN



If external resources are mirrored on the internal net then synchronizing data can be challenging

Use a different NDS domain name for AD and DNS Internet presence.



Configure the internal DNS server to forward requests to the external



Resources are more manageable



Internal naming hierarchy not publicly exposed



Internal resources inaccessible from the Internet



No need to replicate external content to internal servers



May be confusing to outsiders unfamiliar w/two diff. Names



May need more name registration w/ICANN



May need to upgrade DNS servers to support SRV records



Existing DNS infra and host names can remain unchanged



May also use an empty Root Domain as the Forest Root Domain [See Mod. 7]

[See decision making flowchart on p. 21)

Module 3, Designing AD to Delegate Administrative Authority

To support delegation Design AD structure to support the organizations IT structure.

Most common IT organizational structures:


Centralized IT


Centralized IT w/decentralized management 



Core IT supports basic infra

Day to day tasks are delegated

Decentralized IT


Business units select their own model

Outsourced IT


When parts of the IT organization are outsourced, it’s imperative a good delegation 

model is selected

Location based design:


Resistant to company rears


Accommodates Mergers and expansions


Takes advantage of network strengths (physical network is usually location based)


Possible security compromises

Organization based design:


Reflects business model


Vulnerable to reorgs


Maintains departmental and divisional autonomy


Accommodates mergers and expansions


May impact replication
Function based design (use only if the IT function is not based on location or organization) (only appropriate in small organizations):


Immune to reorgs


May require additional layers


May impact replication

Hybrid design by Location, then Organization (upper OUs location, lower OUs by organization):


Allows for additional geographic, departmental or divisional growth


Allows for distinct security boundaries


May necessitate and new design of the lower OUs or domains if the IT function is 
reorganized


May require administrators to cooperate with each other

Hybrid design by Organization, then Location (domain is departmental, OUs are locations)

Works well in a large, highly distributed


Reorgs will cause lots of redesign work

See flowchart on p. 14!!!

Types of permissions to be delegated:


Change container properties


Create, change, and delete child objects


Update object attributes in a certain class, ie, chg. passwords


Create new users or groups


Manage a small group of users or groups within a given area of responsibility

The owner of an object controls how permissions are set on an object, even if the owner object name is not on the DACL. The owner can assign the Take ownership permission. Members of Domain Admins can always take ownership.

Avoid assigning permissions at the task or attribute level.

I can delegate the ability to delegate!

Goal of delegating is to conserve effort and cost resulting in lower TCO.

Permissions can be applied to…


An object only


An object and all of its child objects


Child objects only


Specific types of child objects, such as computers, users, or groups
Permission inheritance can be blocked, but blocking should be avoided.

Adhere to the following delegation guidelines:

Assign control at the OU level and take advantage of inheritance

Avoid assigning permissions at the property or task level

Use a small number of domain administrators

Assign permissions to groups rather than to individuals, especially taking advantage of group nesting
Module 4, Designing a Schema Policy

Howto modify the Schema:


Be a member of Schema Admins


Register Schema Mod .DLL (make the snap-in available to MMC)


Enable the Schema Master Server to write to the Schema


Modify the Schema or install a Schema-Modifying App.


Turn off write-ability to the Schema

Schema changes impact the entire Forest.

Schema changes can be made with the following tools:


Schema Snap-in MMC (not shown by default)


Scripting


Installing a “Directory-enabled” application

Two types of Schema components:


Class-schema objects, ie, “Users” is a class


Attribute-schema objects (three types)



Must Contains (mandatory attributes)



May Contains (optional attributes)



Hierarchy rules (determines possible parents)

There are 23 predefined syntax rules for setting AD Schema data types, and you cannot add new ones! Trivia:  There are 850 attributes and 140 classes in the default schema.
I can add or modify components within the Schema, but cannot delete unused components; I can only deactivate them. [This prevents irreversible mistakes]

Only members of the “Schema Admins” (group type xxx) group are authorized to chg. Schema, but the following can alter its membership: [Group Policy can be used to restrict membership]


Local Admins (group type xxx)


Domain Admins (group type xxx)


Enterprise Admins (group type xxx)

Every object in AD is assigned an ISO controlled “Object Identifier”, in the form 1.2.840.x.w.y.z.

Obtain these from www.iso.org or using the GEN.EXE utility.

Deactivating Schema Components [Limitations thereof] [p. 8]

· Cannot deactivate default Schema objects

· Cannot deactivate attribs. that are in use by a Class Schema object, or any objects of that class with values in that attribute. [This actually contradicts the sixth bullet.]

· When a class or attribute is deactivated it is no longer replicated.

· Deactivating a class does not deactivate existing objects of that class type. But it prevents me from creating new objects of that class.

· Cannot use deactivated attribs. in new or existing classes.

· Objects from deactivated classes and class attributes appear in searches.

· You cannot create new classes or attribs. that have the same common name, OID, or LDAP display name as a deactivated class or attribute.

When should the Schema be modified:

1. No existing class meets your need

2. An existing class needs additional attributes

3. You need a unique set of attributes but not a new class

4. Existing classes or attributes are no longer relevant to your organization’s business
Schema modification rulebook: [p.13]
1. “System” classes and attributes cannot be modified or deactivated

2. Modifications are subject to certain restrictions that AD enforces, mainly if default classes or attributes are to be affected

3. Cannot change the list of attribute syntax…that’s hard coded

4. List of mandatory attributes cannot be modified after a class has been created (an integrity issue)
The Two Phases for installing a Directory-enabled application

1. Only members of Schema Admins “write-enable” the Schema and then make the schema mods

2. Verification of schema mods  and then install the Directory –enabled application
Module 5, Designing AD to Support Group Policy

Group Policy is applicable to:


Sites


Domains


OUs and child OUs

Group Policy Objectives


Enforce common security standards



Domains



Domain Controllers



Servers


Enforce computer and user configuration


Simplify the process for configuring computers


Limit distribution of applications

Applying Group Policy at the Site Level:

· Will not affect mobil users when they travel to other sites

· Can be used to manage traffic over slow network links, ie, for software distribution

· In a single site AD, Site level policies have the same effect as applying at the Domain level

· In a multiple site AD, Site policies may cross Domain boundaries

· You must be a member of Enterprise Admins to apply Group Policy at the Site level

Applying Group Policy at the Domain Level:

· You can apply Group Policy settings in one Domain and link an existing GPO to a second Domain

· GPOs cannot be copied

· The following settings are usually applied at the Domain level (but Domain Controller settings can be set at a Domain Controller-specific OU):


Domain



Security




Password




Account




Kerberos Policy




Public Key Trust List


Domain Controllers



Security




User Rights




File/Registry DACLs




Audit/Event Log




Local Policies



Applications




Assign or Publish Administrative Tools



User Environment




Disable standard user settings

Applying Group Policy at the OU Level:


Gives precise control


Usually allows you to avoid filtering

Conflicts can occur with nested OUs


Can delegate the administration of GPOs at the OU level

Typical settings set at the OU level:


Workstations



Security




User Rights




File/Registry DACLs




Audit/Event Log




Local Settings



Applications




Mandatory core applications


Users



Security




EFS policy



Applications




Publish optional applications and components



User Environment




Logon Scripts




Folder redirection




Desktop lockdown

GPO Design Guidelines


Design as few GPOs as possible, both in quantity and in number of hierarchical levels


Don’t link GPOs


Minimize the number of GPOs applied per user or per computer

Planning for Group Policy involves: (tip: apply Group Policy at a level where the most PCs and users are impacted)
· Designing Group Policy to Meet Administrative Needs

· Determine the parties who will create GPOs

· Make member of GPO Creator-Owner Groujp

· Determine the parties who will Modifiy GPOs 

· (very precise control may be delegated through ACLs) 

· Determine the parties who will link GPOs

· ACLs support who may link GPOs

· Prioritizing Application of Group Policy Objects, keep in mind

· Processing hierarchy (Site, Domain, OU, OU…)

· GPO priority within on hierarchical level

· Loopback

· No Override

· Filtering

· Use Security Groups and the “Apply Group Policy” Deny/Allow setting

· Filtering affects all of the settings stored in a GPO

· Filtering Group Policy Objects

· Group Policy Inheritance, Blocking, and Filtering

· Optimizing Group Policy Performance

· Processing over slow links

· Make a setting that applies policies no matter what the connection speed is

· Set a minimum connection speed for settings to be applied

	Type of Group Policy
	Default
	Changeable?

	Security Settings
	ON
	NO

	Administrative Templates
	ON
	NO

	Software Installation and Maintenance
	OFF
	YES

	Logon/Logoff and Startup/Shutdown Scripts
	OFF
	YES

	Folder redirection
	OFF
	YES

	Internet Explorer Maintenance
	OFF
	YES


· Default periodic policy refresh rate:  90 min. + 30 min. randomized offset

· GPOs are refreshed when a user logs on, but only if a setting has changed

· Testing and Documenting the Group Policy Plan

· Use GPResult.exe to see what Group Policy settings are in effect

· Design Guidelines

· Create a separate GPO for each type of Group Policy setting

· Create a separate GPO foruser configuration and computer configuration

· Create GPOs for individual applications

· Create GPOs for user environment mgmt

Module 6, Designing an AD Domain

· Identifying Business Needs

· Identify administrative strategy and structure

· Identify security needs

· Plan for growth and flexibility

· Designing the Initial Active Directory Domain

· Plan easy to use and descriptive name

· Name of the Forest Root (the first) Domain cannot be changed

· Planning for Security Groups

· Deciding which Security Groups to use

· Universal

· Only available in Native Mode

· Design the membership to be static

· Don’t add users as members

· Keep the quantity of members small

· Global Groups

· They appear in the Global Catalog, which stores…

· …a full replica of objects in that server domain, and…

· …partial attributes

· Can only contain global groups and users from the same Domain

· Consider having…a larger number of small sized groups v. a small number of large sized groups

· Domain Local

· Planning for Nested Groups

· Nesting reduces the number of times permissions need to be made

· Minimize the number of nested levels

· Document group membership to track permission assignments

· Design Guidelines

· Add users to GGroups v. Universal or DLGroups

· Add GGroups to Universals

· Add GGroups and Universals to DLGroups as needed

· Assign rights to DLGroups

· Delegate authority to manage Group membership [Note, only Enterprise Admins can manage Universal Group membership

· Planning for OUs

· Planning Upper-Level OU Strategies

· Plan OU structure around administrative needs as this structure is only useful to administrators [Don’t copy the OrgChart]

· Base first level OUs on a static aspect of the organization

· Consider making the first-level OUs standard throughout the organization

· Planning Lower-Level OU Strategies

· Design these OUs to support Group Policy

· OUs can be administered separate from other OUs

· Only nest OUs as needed

· Design Guidelines

· Choose stable upper-level OU names

· Create these OUs to support Group Policy

· Test your OU structure

Module 7, Designing a Multiple Domain Structure

· Identifying Business Needs

· Reasons to maintain a single Domain

· Least expensive, most flexible, and easiest to administer

· Ease of management

· Easier delegation of administrative authority

· Fewer members in the Domain Admins group

· Object capacity same as multiple Domain structure [theoretically over 4 billion objects in the Global Catalog]

· Reasons to create multiple Domains

· Distinct Domain-level policies

· Tighter administrative control

· Decentralized administration

· Separation and control of affiliate relationships

· Reduced replication traffic

· The only data replicated between separate Domains are changes to the Global Catalog server, configuration information, and Schema

· Accessing Resources Between Domain

· Authentication Across a Forest

· Domain Controllers function as the Kerberos trusted intermediary, or “Key Distribution Center”

· Types of Trusts

· Transitive

· Created automatically

· Shortcut

· Used to manually shorten the trust path ‘tween Domains in the same Forest

· Explicit

· Used to give access Domains across Forests

· One way

· Planning for Multiple-Domain Trees

· Characteristics of Multiple-Domain Trees

· Creating an Empty Root Domain

· Only members are Enterprise Admins (or a small # of admins)

· Advantage of this model is a contiguous namespace with a distinct separation between divisions

· Design Guidelines [that may require a multiple-domain tree]

· You need a distinct security boundary

· Reduce the influence that Enterprise Admins has over all objects within a Domain

· In a multiple Domain structure only the schema, configuration and global catalog are replicated

· Legal reasons, ie, maintain separate Domains for foreign user accounts

· Distinct Domain-level Group Policy settings

· Planning for Multiple-Tree Forests

· Characteristics of Multiple-Tree Forests

· Determine DNS Domain Name of new tree

· Determine subsequent Domain structure

· Design Guidelines [of a multiple Tree Forest]

· The organization has multiple public identities

· The organization requires centralized control of administration, and a global organizational directory for full access of resources and info.

· Planning for Multiple Forests

· Characteristics of Multiple Forests

· Can be very difficult and complex to manage

· Do not share a common Schema and configuration

· External Trusts may be required

· Design Guidelines [that may require multiple Forests]

· Don’t want a common Schema

· Don’t want a global directory

· Have partner or affiliate relationships

Module 8, Designing an AD Site Topology

Using Sites in Active Directory

· Use Sites to optimize network bandwidth in the following ways:

· Workstation logon traffic

· Replication traffic [three factors which may or may not impact each other]

· Replication latency, the time needed for one DC to receive a change from another DC

· Replication efficiency, the ability to batch together the number of changes sent w/each update

· Replication cost, amount of bandwidth needed to replicate changes ‘tween DCs

· Intra-Site

· Low latency, chg. notification for replication takes place 5 minutes after a chg.

· Inter-Site

· Data is compressed to 10% of original volume

· DFS topology, users are pointed to DFS replicas in their own Site

· FRS (File Replication Service) uses Sites to determine its replication topology [use FRS to replicate logon scripts, Group Policy settings and system policy]

· Using other Site-aware applications

Assessing the Need for Active Directory Sites

· Effective Domain Controller Placement

· Place at least 1 DC per Site (in most cases)

· Evaluating Connectivity and Available Bandwidth

· Connectivity

· Definition of a fast link is 10Mbps or higher

· Available Bandwidth

· Even a fast link may not have much available bandwidth left over

· Determing Replication Traffic

· Compression occurs once traffic exceeds 50KB

Using Site Links in a Network

Select a transport


 “IP” or “SMTP”


SiteLink (Member site)

Then set Cost (def.=100 [range 1(32,767]),  a higher cost is a lower priority

Frequency (def.=180 min. [range, 1 hour increments per 7 day work week]), & 

Schedule (def.=Always Available [range 15min. (10,080min.]) 


May need Site Link Bridges

Planning the Inter-Site Replication Topology

· Choosing Inter-Site Replication Transports

· Delegating Bridgehead Servers

· Examining the Inter-Site Topology Generator

· Determining the Least-Cost Spanning Tree

XXX Did not finish note taking
Planning for Server Placement in Sites

The following tasks are completed in Active Directory Sites & Services

Create a “Site” object (ie, click on “Sites” container)


Which requires selecting an existing Site Link



Under the “IP” Container, a default Site Link called “DEFAULTIPSITELINK” exists.

Create a “Site Link” using an Inter-Site Transport


Select a transport



R-clik on “IP” or “SMTP”



Then set Cost (def.=100 [range 1(32,767]), 



Frequency (def.=180 min. [range, 1 hour increments per 7 day work week]), & 



Schedule (def.=Always Available [range 15min. (10,080min.]) 

Create “Subnet” objects


…which requires assigning a Subnet to an existing Site

As necessary create Site Link Bridges

Move/Add Domain Controllers to a Site

Hence…a Server has an IP Address…which is part of a Subnet…which is part of a Site…which is connected to other Sites by Site Links and Site Link Bridges

Module 9, Designing an AD Infrastructure

Detail the FSMO roles and their boundaries (Domain or Forest)

· Forest wide roles

· Schema Master

· Domain Naming Master

· Domain roles

· PDC Emulator

· Relative ID Master

· Infrastructure Master

General WinNT to Win2000 Domain Upgrade: [from Mod. 3, Course 2010A]

1. Determine an upgrade path

a. Which OS can be upgraded to which target OS

2. Develop a recovery plan

a. Make sure every domain has two DCs

b. Document the config of services and applications

c. Backup al services and apps to tape

d. Fully synchronize all BDCs

e. Take one fully synchronized BDC offline

3. Determine the order for upgrading domains

a. Use either, a dedicated Forest Root Domain, or,

b. Upgrade an existing domain to the Forest Root

c. Upgrade Account Domains

d. Upgrade Resource Domains (in the following order)

i. Domains in which applications need Win2000 features

ii. Domains with many workstations

iii. Targets for domain restructure

4. Determine a strategy for upgrading domain controllers

a. PDC is always first
b. BDCs can be upgraded in any order

c. Move non-Win2000-compliant apps to Member Servers before upgrading a BDC

5. Determine when to switch to native mode

a. DCs no longer support downlevel NTLM replication

b. PDC Operations Master can no longer synchronize data with an NT BDC.

c. NT Domain Controllers cannot be added to the Domain.

6. Identify post-upgrade tasks
a. Check EventViewer
b. Reviewing Services in Computer Management
c. Optimizing Memory Settings
d. Verifying TCP/IP Configurations
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