
Module 1, Intro to Designing a Migration Strategy

[From course 1561]

Architectural Elements of Active Directory

· Designing a Naming Strategy

· Designing for Delegation of Administrative Authority

· Designing Schema Modifications

· Designing for Group Policy

· Designing an Active Directory Domain

· Designing Multiple Domains

· Designing a Site Topology

Prior to designing, business goals must be identified. Business needs, not technology, drive the design.

Phases that an enterprise must complete to successfully develop a migration strategy:

1. Design the req’d Active Directory Forest

2. Choose a migration path

3. Develop a domain upgrade or a restructure strategy

4. Plan deployment of migration strategy
5. Deployment (do it)
Module 2, Choosing a Migration Path

When selecting a migration path…

1. Identify the existing domain environment

a. Domain Model

b. Existing Trust Relationships

c. Number and Location of Domain Controllers on Your Network (Physical and logical network diagrams)

d. Accounts & Administration (Record key account properties)

2. Gather information about the current network environment

a. Information Store Inventory (What does it take to run the business?)

b. Hardware & Software Inventory

c. Network Infrastructure (Services used

d. DNS Infrastructure

e. File, Print, Web Servers, PDCs, BDCs

f. Line of Business Applications

g. Security (Your security standards & procedures)

3. Define goals for the migration

4. Examine the Active Directory design

5. Determine possible migration paths

6. Evaluate Upgrade Decision Points

7. Evaluate Restructure Decision Points

Migration Goals

1. Business Goals

2. Migration Goals themselves

3. Then, Mapping Business Goals to Migration Goals

Examining the Active Directory Design

1. Identifying Goal Conflicts

2. Identifying Design Conflicts

3. Resolve Conflicts

Determine Possible Migration Paths

1. Domain Upgrade (Satisfied w/current or unable to make major changes)

2. Domain Upgrade and then restructure (Want to redefine domain structure in whole or in part)

a. Post Upgrade

b. Instead of Upgrade

c. Post Migration

Evaluating Upgrade Decision Points

1. There are Reasons To Upgrade

2. There are Reasons Not To Upgrade

Evaluating Restructure Decision Points

1. There are Reasons To Restructure

2. There are Reasons Not To Restructure

3. There are Reasons To Upgrade then Restructure

4. There are Reasons Not To Upgrade and then Restructure

Module 3, Developing a Domain UPGRADE Strategy

Determine an Active Directory Design


Single v. Multiple Forests


Site Design


Administrative & Security Plans

PLAN a Domain Upgrade

1. Determine an Upgrade Path

a. Which OSes can be upgraded to 2000 Server and 2000 Adv. Server (See p. 11)

2. Develop a Recovery Plan

a. BDC offline

3. Determine the order for upgrading Domains

a. Defining the Root Forest

i. Dedicated

ii. Non-Dedicated

b. Upgrading Account Domains (Upgrade these first)

c. Upgrading Resource Domains

i. Domains in which applications require 2000 features

ii. Domain w/many workstations

iii. Targets for resource domain restructure

4. Determine your strategy for upgrading Domain Controllers

a. PDC, preserves users, groups, and computer accounts.

b. BDCs, generally any order

5. Determine When to Switch to Native Mode

a. Remaining in Mixed Mode v. …

b. Switching to Native Mode (See pp. 19-20)

6. Identify Post-Upgrade Tasks

a. Event Viewer

b. Reviewing Services (that all “Automatic” start services started)

c. Optimized Memory Settings

d. Verifying TCP/IP Settings

Module 4, Minimizing the Impact on Network Operations During an Upgrade (a.k.a. “Planning, Planning, Planning”)

Maintaining Network Services During an Upgrade

1. DNS

a. Upgrade an NT 4.0 Server, or, Install a new Win2K Server

b. DNS Upgrade Considerations…

i. NT 4.0 DNS cannot be managed w/the Win2000 tool, and vice versa

ii. AD Integrated Zones cannot be replicated between domains

iii. Either OS version DNS can be a master for the other OS.

2. NBNS

a. WINS Servers in either OS can be managed from either OS’s tools

b. NetBIOS can be disabled two ways; WINS TAB, and DHCP Adv. Scope Options

c. Observe Performance counters to determine if WINS is still req’d.

3. DHCP

4. LANMgr Replication (use lbridge.cmd)
a. System Policies

b. Logon Scripts

5. RAS (NT4.0 RAS and RRAS use the “LocalSystemAccount” w/”NULL” credentials, so, manually add the “Everyone” group to the “Pre-Windows 2000 Access Group”, then upgrade those servers ASAP.

6. Group Policy v. System Policy

a. Beware of computer account domain location v. user account domain location

b. Use gpolmig.exe to migrate System Policy to Group Policy

7. Logon Scripts)

Maintaining Security During an Upgrade

1. Migrating Resource Access Components
a. An Upgrade should not affect resource access, because the following are maintained:
i. SIDs
ii. Group Membership
iii. Share and NTFS Permissions
iv. Registry Permissions
v. Trust Relationships
2. Migrating Trust Relationships

a. nothing special req’d

b. Migrated one-way trusts will translate to two-way trusts!!!

3. Planning for Security Policy Application

a. No Win2K Security Templates are applied automatically

b. Win2K Security Templates define:

i. NTFS File Permissions

ii. Registry Permissions

iii. Registry Configuration Entries

iv. User Rights

c. Consider applying Basic Templates to all upgraded computers

i. Basicdc.inf (for domain controllers)
ii. Basicsv.inf (for servers)
iii. Basicwk (workstations)
4. How User Profiles Are Affected by Domain Upgrade

a. Local Profiles

i. Local profiles for Win9.x, and NT 4.0 will all be retained, but they will be stored in different places

b. Roaming Profiles

i. They will migrate

5. Client Support

a. Only 2000 clients support all AD features, so,

b. Use SMS to create installer packages of the DS Client for all OSs prior to Win2000 Pro.

Determining the Impact of an Upgrade on Applications

1. Test for compatibility

2. Determine whether service packs or upgrades exist

3. Move the Application to an NT 4.0 Member Server if necessary (otherwise native domain mode is precluded)

Leveraging Existing Directory Information

1. Use Active Directory Connector (ADC). 

2. Note: One comes with the Win2000 CD, and one comes with Exchange 2000. Use the one that comes with Exchange 2000.

Maintaining Network Performance During an Upgrade

1. Planning for Upgrade-Related Replication Traffic

a. Create necessary Sites early in the upgrade process

2. Planning for Authentication Traffic; the following Network Services are used in the Authentication Process:

a. DHCP Server (to get connectivity)

b. DNS Server

c. Domain Controller

d. Global Catalog Server

3. Optimizing Authentication in an Upgraded Domain

a. Deploy all sites and subnets specified in the AD Design

b. Place a Domain Controller in each Site

c. Place a Global Catalog server at remote sites

d. Provide WINS for legacy clients

Module 5, Restructuring Domains

Domain Restructuring can involve…

1. EITHER, Inter-Forest copy operations (Security Principals are copied from…

a. WinNT 4.0 Domain to a Win2000 Domain, or,

b. Win2000 Domain in one Forest to a Win2000 Domain in another Forest, OR,
2. Intra-Forest move operations (within the same Forest)

SIDs are specific to Domains. Hence, the only way to move or copy a Security Principal between domains is to create a new object in the target Domain.

SIDHistory is an AD Native Mode Win2000 Domain attribute that can store former SIDs of restructured security principals.

Inter-Forest Restructuring (sometimes referred to as prune and graft)
1. Inter-Forest Restructure Scenarios

a. WinNT 4.0 Account Domain (copy users and groups to 2K)

b. WinNT 4.0 Resource Domain (combination of copying and moving)

c. Restructuring Between Two Windows 2000 Forests (cut and paste accounts and resources)

2. Requirements for Inter-Forest Restructuring

a. Native Mode

b. Needs the LSA Registry hack

c. Performing user must be a member of Domain_Admins

d. Account auditing must be enabled

e. A totally empty Local Group named SOURCEDOMAIN$$$ must be created

3. Restrictions for Inter-Forest Restructuring

a. Source DC must be the PDC

b. Source Domain cannot be in the same Forest

c. Source object must be a user or group

d. SID of source object cannot already exist in the target Forest

e. Migration tools must be run on the target Domain Controller
Cloning Security Principals in an Inter-Forest Scenario (p. 10)
“Clone”…


The most common Inter-Forest migration operation


Not possible ‘tween domains in the same Forest (p. 10) (Moving while retaining sIDHistory is only possible 

‘tween Domains in the same Win2000 Forest ([Intra-Forest])


Is possible between Domains in different Forests.


Does not disrupt existing production environment


A new Primary SID is created, but the sIDHistory is retained for seamless resource access

Cloning Users

Cloning Global & Universal Groups


Groups can be “merged” into a single, larger membership group.

Migrating Computers & Local Group Accounts


Computer accounts cannot be cloned, they must be moved.


Local Groups are migrated and permissions are retained
Cloning Local Groups on Domain Controllers


To clone local shared groups, use ADMT

Moving Domain Controllers (p. 15)


Cannot be cloned, MUST be moved.


This is one of the final steps in Inter-Forest restructuring.


Two ways: upgrade to Win2000 Server, or, Reinstall the server as an NT4.0 Member Server, then move the 

computer account

Intra-Forest Restructuring (most common in two-phase migrations) (p. 16)

1. Intra-Forest Restructure Scenarios

a. Moving is the only migration possible in an Intra-Forest scenario

b. Imposes a certain amount of risk

2. Requirements for Intra-Forest Restructuring

a. Target Domain must be Native Mode

b. Source Domain must have the LSA Registry hack

c. Performing User must have Admin rights

d. Auditing must be enabled in both source and target domains

3. Restrictions for Intra-Forest Restructuring

a. Source Domain must be in same Forest

b. Source objects may be security-enabled groups, computers, or OUs

c. Cannot be a Built-In account

d. SID of source object cannot already exist in Target

e. Admin shares must exist on the computer where ADMT is running, and, on any computer where the ADMT must install an Agent.

Definition:  “Closed Set”, a block of accounts that are moved at the same time. This is particularly challenging during an intra-Forest Migration.

Moving Security Principals (p. 20)

1. Using Closed Sets to Move Users and Global Groups

a. When moving a GG, the members must also be moved (including nested groups) to preserve membership.

2. Using Closed Sets to Move Domain Local Groups (p.22)

a. For each Domain Local Group all DCs with DACLs must be moved at the same time

b. For each Domain Controller all Domain Local Groups with DACLs must be moved at the same time

3. Alternatives to Moving with Closed Sets

a. Create Parallel Groups

b. Leverage Universal Groups

c. Reconsider Your Migration Strategy

4. Moving Computers and Local Accounts

a. This if functionally the same as an inter-Forest scenario; SAM databases a dragged along with the computer account.

b. Local User Accounts are unaffected by moving a Computer Account.

c. Local Groups containing accounts from trusted Domains are also unaffected by the move.

d. Permissions granted to Local Groups are retained.

e. Computer Accounts (including Member Servers and re-installed DCs as Member Servers) are moved by ADMT, NetDom, or are manually created.

5. Moving Domain Controllers

a. See 4e.

	MS 2010 Active Directory Migration/Cloning/Restructuring Tools

	Name of Tool
	Primary Purpose of Tool
	Features
	Primary Limitations
	Where Found/Obtained
	GUI or CL
	Reference (Course MS2010 unless otherwise noted)

	ADMT
	Migrates Objects (copies and moves) from one Domain (NT4.0 or 2K) to a Win2K Native Mode Domain and facilitates both Inter-Forest and Intra-Forest restructuring, and allows pre-migration reporting/analysis. Some operations are able to be undone. Supports moving principals & resources between 2K Domains in the same Forest.
	Can configure to disable either the source or target accounts.

Can move Security Principals including computer accounts and use sIDHistory.

The recommended tool for cloning shared local groups, as it is simpler than ClonePrincipal and membership is maintained.

Can identify and establish appropriate Trusts.
	
	Win2K Resource Kit. This tool is licensed from Mission Critical Software, and available for download at www.microsoft.com/windows2000.
	GUI
	Mod 5., p. 26

	Clone Principal
	Facilitates only Inter-Forest restructuring.

Sidhist.vbs; copies the SID of a source principal to an existing destination principal.

Clonepr.vbs; copies the properties of the source principal (including SID to sIDHistory); destination need not exist

Clonegg.vbs; Clones all GGs in a Domain, including “well-known” accounts but excludes Built-In accounts.

Cloneggu.vbs; Clones all GGs and Users in a Domain including “well-known” accounts but excludes Built-In accounts.

Clonelg.vbs; clones all LGs in a Domain including “well-known” accounts but excludes Built-In accounts.
	A suite of sample VBScripts
	Source accounts are automatically disabled

These scripts are quite long and usually only for experienced Scripters.
	Win2000 Server CD,
CD\support\tools (must install the Support Tools) and are subsequently found in x:\program files\support tools


	CL
	Mod 5., p. 26

	MoveTree
	Can move Security Principals and use sIDHistory.
	
	
	Win2000 Server CD,
CD\support\tools (must install the Support Tools) and are subsequently found in x:\program files\support tools
	CL
	Mod 5., pp. 26, 30

	NetDom
	Can add, move, remove, and query computer accounts.

Can identify/enumerate and establish appropriate one-way and two-way Trusts.

Facilitates both Inter-Forest and Intra-Forest migration operations.

Verify and reset secure channels.
	NETDOM ADD, HELP, JOIN, MOVE, QUERY, REMOVE, RENAME, RESET, TRUST, VERIFY, TIME, RESETPWD
	
	Win2000 Server CD,
CD\support\tools (must install the Support Tools) and are subsequently found in x:\program files\support tools
	CL
	Mod 5., p. 26

	LDP
	Uses LDAP to display the attributes of any object in Active Directory, such as sIDHistory, hence verifying that Security .Principals have been migrated.
	Perform LDAP operations such as: connect, bind, search, modify, add, and delete.
	
	
	GUI
	Mod 5., p. 26

	Lbridge.cmd
	Used to keep the NETLOGON share in Win2000 synchronized with the Win2000 export server.
	Files are copied from the Win2000 NETLOGON share to the WinNT4.0 export structure. This script is about two pages long (mainly comments) and calls ROBOCOPY.exe, which is a command line utility
	The copy only works in one direction
	Win2K Resource Kit
	CL
	

	Gpolmig.exe
	Migrates System Policy Settings to Group Policy
	Same
	
	Win2000 Resource Kit
	CL
	Course 2010, Mod. 4, p. 13

	(Active Directory Connector)ADC 
	Extends the AD Schema to include attributes from Exchange 5.5 to support Win2K migration


	Uses “Connection Agreements”, which define the servers to replicate with, object classes to replicate with, target containers, and replication schedule.

Multiple CAs can exist on a single ADC

One and Two-way CAs can be created.

From Windows (2K) it replicates Users/Contacts/Groups back.

From Exchg. 5.5 it replicates Mailboxes/CustRecips/DLs/ and possibly Public Folders.
	No more than 50-75 CAs should be managed by one ADC, but generally only one is needed.
	Win2000 Server CD,
cd\valupack\mgmt\adc, and, Exchange 2000 Server CD;
cd\adc\i386. Use the Exchange version.
	GUI
	

	Permcopy
	
	
	
	
	
	Mod. 5, p. 57

	Showacls.exe
	
	
	
	
	
	Mod. 6, p. 14

	Subinacl.exe
	
	
	
	
	
	Mod. 6, p. 14

	Perms.exe
	
	
	
	
	
	Mod. 6, p. 14

	Global.exe
	
	
	
	
	
	Mod. 6, p. 14

	Local.exe
	
	
	
	
	
	Mod. 6, p. 14

	Findgrp.exe
	
	
	
	
	
	Mod. 6, p. 14

	Showmbrs.exe
	
	
	
	
	
	Mod. 6, p. 14

	Showgrp.exe
	
	
	
	
	
	Mod. 6, p. 14

	Usrstat.exe
	
	
	
	
	
	Mod. 6, p. 15

	ADCClean
	
	
	
	
	
	Mod. 7, p. 28


Recommended Web Links:

www.microsoft.com/windows2000

Module 6, Developing a Domain Restructuring Strategy

Identifying Domain Pre-Restructuring Tasks

1. Examining existing Domain Environment for restructure

2. Choosing a Domain Restructure methodology

3. Preparing to deploy the target environment

4. Developing a recovery plan

5. Selecting appropriate migration tools

6. Identifying and documenting source security principal details

Determine the order of restructuring within a Domain

Identify Domain Post-Restructuring Tasks

Domain Restructuring can involve…

Maintaining Network Services During an Upgrade

Maintaining Security During an Upgrade

Determining the Impact of an Upgrade on Applications

Leveraging Existing Directory Information

Maintaining Network Performance During an Upgrade
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