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Module 1, Overview of Microsoft ISA Server

Firewall configurations:

· Bastion Host

· Perimeter Network w/Three-Homed Firewall

· Perimeter Network w/Back-to-Back Firewalls

Controlling Network Access


Controlling Outgoing Traffic



Access Policies




Site & Content Rules

Enabled or Disabled

Destination Set

Schedule

Allow or Deny

Applies to:


Any request


Client Address Sets



Applies to requests from…



Exceptions…


Users and Groups



Applies to requests from…



Exceptions…

(HTTP) Content Groups


All Content Groups


Selected Content Groups (ie, Application, Compressed Files, Video…)




Protocol Rules, ie, HTTP





Protocol Definitions (Mod. 3, p. 14)




Policy elements





Schedules





Bandwidth Priorities





Destination Sets





Client Address Sets





Protocol Definitions





Content Groups





Dial-up Entries


Controlling Incoming Traffic



IP Packet Filters (headers are parsed to determine which packets to route or drop)




Source or destination addresses




Network protocol, such as ICMP




Source or destination port


Application Filters (accept or deny data from specific applications or data with specific content)



ie, Streaming media filter



ie, SMTP filter filtering based on source, user, or domain which generates an alert

Intrusion Detection Filters (filter IP Packet filters or Application filters for specific intrustions)



DNS intrusion


POP intrusion

Three kinds of Firewall placement scenarios:


Bastion Host


Perimeter network with three-homed Firewall


Perimeter network with Back-to-Back Firewalls

Deployment Scenarios


Branch Office/Small Business Cache Server


Branch Office/Small Business Firewall


Enterprise Cache


Enterprise Firewall
Module 2, Installing and Maintaining ISA Server

Hardware Requirements:


300 MHz, 256MB RAM, 20MB for product and NTFS for cache


SP1


Arrays require Active Directory


Standard Ed., max 4 CPUs, no limit on CPUs for Enterprise

ISA will occupy ports 80 and 8080.

Recommended cache size:


100MB + .5MB for each Web Proxy client

Must use a drive with a DRIVE LETTER

Setup installs into:


C:\Program Files\Microsoft ISA Server, and only a scripted installation can alter this path.
To run unattended setup…

Create a file called MsISAund.ini in the root directory of the first fixed drive computer on which you run 
unattended setup. 



At a command prompt, type 

Path\Isa\Setup /qt /k"CD Key" [/Q [0|1|T] [/R] [/U] 

Upgrading from Proxy 2.0


WinNT 4.0 Issues



Disable all Proxy services




Winsock Proxy, Wspsrv




Proxy Server Admin, Mspadmin




Proxy Alert Notification Service, Mailalrt




Web Publishing Service, W3svc



If an array member, remove it from the array

Comparing Proxy 2.0 and ISA Configurations


Publishing, Proxy 2.0 required publishing servers configured as WinSock Proxy Clients, ISA 



doesn’t. You don’t want internally published servers as Firewall clients with ISA.


Cache, Proxy 2.0 cache content doesn’t migrate

SOCKS, ISA does not support migration of Proxy 2.0 SOCKS Proxy rules, but does include a SOCKS 


application filter


IPX, ISA doesn’t support it.

Upgrading Client Computers


Winsock Proxy clients, the Winsock Proxy client w/Proxy 2.0 and the Firewall Client w/ISA are 



compatible with BOTH server products


Web Proxy clients



MS Proxy 2.0 uses port 80, and, 



ISA uses port 8080 for WebProxy, so all browsers and downstream chain members must 




switch, or, have ISA use port 80 and have no IIS or have IIS use something else.

Three ISA Clients


WebProxy clients



Internet access is limited to a browser



Configured via a Browser


SecureNAT clients



Provides security and caching for HTTP, but does not allow for user-level authentication



Supports most TCP/IP protocols including ICMP



Requires no config. other than the ISA server is the final gateway to the Internet, which means…



Any computer that uses TCP/IP can be a SecureNAT client



Apps that use Secondary Connections require special consideration




FTP and H.323 are taken care of already


Firewall clients



Restrict access on a per-user basis for outbound access over both TCP and UDP



Requires installation of the client software, which supports only Win9x or later

Clients can be set up…


From a shared directory running setup.exe, by default \\srv\MSPClnt


From a web location (use default.htm in \program files\Microsoft ISA Server\Clients\WebInst)


Group Policy, MS_FWC.msi

MSPLat.txt

Locallat.txt

ISA Services


ISA Control Service


Firewall Service


Web Proxy Service

Microsoft Scheduled Cache Content Download Service

H.323 Gatekeeper Service

(Only the blue ones can be stopped in the ISA MMC)

Module 3, Enabling Secure Internet Access

See the “Processing Outgoing Requests Flowchart on p. 4 and in ISA Help

To allow an outgoing request both Site & Content rules and Protocol rules are checked to determine if access is allowed. A request is allowed only if both a Protocol rule and a Site & Content rule each allow the request, and, if there is no rule that explicitly denies the request.

When installed in Stand Alone mode a Site & Content rule called “Allow Rule” gives access to all content on all sites by default. But, because ISA has no protocol rules by default no traffic is allowed to pass until you define at least one rule.


Policy elements (remember, Policy elements themselves do not define access. Policy Elements must be used 
in Rules.



Schedules




ISA contains the “Weekends” and “Work hours” Schedules by default.



Bandwidth Priorities




…are directional, that is, you create an outbound bandwidth separate from and inbound.

Relative values which range from 1-200, where a higher number indicates a higher priority.




Used with Bandwidth Rules



Destination Sets




Used to allow or deny access to destinations




Enter a Computer Name (I can browse for an internal resource or type an external), or, …




Enter a only Domain Name, such as “*.dangerfield.com”.




Enter an IP address (“From” and “To” boxes).




Additionally, one can enter specific directories to limit access (relevant only to HTTP and 




FTP requests only, other protocols just ignore the path), in the form of…





/dir (a specific directory)





/dir/* (all of the files in a directory)





/dir/filename (specific file in a directory)



Client Address Sets




Used to allow or deny access from a single computer or set of computers




Configured by IP Address (“From” and “To” boxes).



Protocol Definitions




Only relevant for TCP and UDP (NOT, for example, ICMP).

Any other traffic must be controlled through a Packet Filter


TCP, Outbound or Inbound and a Port





UDP, Send, Receive, Receive/Send, Send/Receive and a Port





Primary Connections must be specified, Secondary Connections can be specified 





(FTP uses a Secondary Connection).



Content Groups




Applications, audio, compressed files, html documents, macro documents, text, video, etc.



Dial-up Entries




Used to configure Internet access when using Demand Dial connections

Creating Protocol Rules


Name the Rule



Specify the Rule action (Allow or Deny)




Select the Protocol(s) , choices are…

All IP traffice

Selected Protocols

All IP traffic except selected






Select a Schedule







Select a “Client Type”, choices are…








Any request

Specific Computers (Client Address Sets)

Specific Users and Groups

Protocol Rules can be disabled when not used.

Creating Site & Content Rules


Name the Rule



Specify the Rule Action (Allow or Deny) (I can also redirect HTTP denials to a URL)




Selecte a Destination Set, choices are…





All destinations





All internal destinations





All external destinations





Specified destination set





All destinations except selected set






Select a Schedule







Select a Client Type, choices are…








Any request

Client Address Set

Specific Users and Groups

Bandwidth Rules “Flowchart” p. 25, bandwidth is allocated as follows:


Network allocation, proportional allocation of bandwidth according to current network traffic


User allocation for all users who are assigned a priority


Unused Priorities, unused prioritized bandwidth is allocated to a higher priority


Rule order, bandwidth priorities are processed in order

Default rule, If no other rule applies the default . The default rule guarantees a minimum bandwidth.



The Inbound and Outbound are set to 100 (each) by default.

Creating Bandwidth Rules


Name the Rule



Select the protocols




Select a Schedule





Select a Client Type, choices are…






Any request

Client Address Set

Specific Users and Groups







Selecte a Destination Type, choices are…





All internal destinations








All external destinations








Specified destination set






All destinations except selected set


Select a Content Group





Select a Bandwidth Priority

[Not in Courseware] Creating Routing Rules (which control WebProxy Client requests)

Name the Rule


Select a Destination Set



Request Action page, radio button choices are…




Retrieve them directly from specified destination




Route to a specified upstream server (another ISA server or MS Proxy 2.0 server)




Redirect to, settings are…





Hosted site [DNS name or IP address]





Port _____





SLL Port _____







Cache Retrieval Configuration, radio button choices are… “Search 





for:”








A valid version of the object; if none exists, retrieve the request 








using the specified requested action








Any version of the object; if none exists, retrieve the request using 







the specified requested action







Any version of the requested object. Never route the request.








Cache Content Configuration, radio button choices are…









All content, including dynamic will be cached









If source and request headers indicate to cache, 









then content will be cached









No content will ever be cached


ISA uses a Backup Route when the Primary is unavailable.


Chained Authentication can be configured.


Rules are processed in order (first rule processed first).


IF a request matches the conditions in a Rule, the request is routed, redirected and cached accordingly.

Authentication Overview, p. 29

SecureNAT Client Authentication


No user-based auth.


Can only restrict Internet access by…

Sites

Content

IP address of client

Protocol

Time of day (Schedule)

Implied…can’t restrict by user or group

Firewall Client Authentication


Client auth. is automatic, no configuration is required


“By default the Firewall service passes all HTTP and FTP request from Firewall clients to the Web Proxy service, but it does not 
forward client authentication information. To ensure proper authentication of Web requests from Firewall clients configure web 
browsers as Web Proxy clients”.
WebProxy Client Authentication


“WebProxy clients do not automatically send authentication information to ISA. By default ISA server requests credentials from a 
WebProxy client to identify a user only when processing a rule.” I can configure which method the client and ISA server use for 
authentication.

----------------------------------------------------

More on Authentication…

----------------------------------------------------

ISA can be configured to require authentication for all web requests so that ISA can log information about which user connects to which web site.

WebProxy clients use anonymous connections to connect to ISA server.

ISA Server requests user credentials from WebProxy clients only when it is required.

I can configure ISA Server to request authentication for all Web requests from WebProxy clients [See Mod. 3, p. 30,   Ask unauthentication users for identification check box. {Rclik a Server, Properties, Outgoing Requests TAB}], which facilitates logging…but I then must ensure that all WebProxy clients use supported authentication methods. 

More than one authentication method can be supported.

In regard to authentication one  must consider the following:


Web browser compatibility


Networking environment

----------------------------------------------------

Selecting Authentication Methods, i.e., Listeners, p. 31


Basic Authentication



Data passes in plain text



Most browsers support it


Digest Authentication, uses hashing



IE 5 or later only with a Win2000 domain only



Used when connecting to ISA through a third party proxy or firewall


Integrated Windows Authentication



Uses either NTLM or Kerberos v5, but not Kerberos in a passthrough scenario



Requires IE 2.0 or later


Client Certificate Authentication



Requires a CA

Default Listener port for outgoing requests: 8080.

Module 4, Configuring Caching

Default caching path and single cache filename, x:\urlcache\*.cdat, where there will be one .cdat file for each 10 GB of cache. Therefore, a 12GB cache will require two .cdat files.

When the cache is full, age, frequency of access, and size determine whether an object stays in the cache or is bounced.
Cache policies can be configured for:

HTTP objects (Must click on the  Enable HTTP caching check box, and is checked by default)


Frequently (Expire immediately)


Normally (Default)


Less Frequently (Reduced network traffic is important)


Set Time To Live

FTP objects (Must click on the  Enable FTP caching check box, and is checked by default)


TTL for all objects; default = 1440 minutes = 1 day

Active Caching TAB settings (first the feature must Enabled):


Frequently


Normally


Less Frequently

Advanced Cache Settings (p. 13) (sample settings below)


Don’t cache objects larger than ___,  (default:  turned on)


Cache dynamic content (default:  turned off)

Returning expired objects



Configure this when viewing an expired object is preferable to not viewing it at all.


If web site of expired object can’t be reached…





Do Not Return



Return only if expiration was at less than __ percentage of original TTL… (default 



is 50)




But no more than ____ minutes (default is 60)


Percentage of free memory to use for caching:  50.  Suggestion: configure this to 80 or 90% if ISA
Negative Caching, or Configuring Actions for Inaccessible Objects.


Involves caching the response to failed requests. The following responses can be cached…



203, Partial information



300, Redirection



301, Object has moved permanently



410, Object is gone


Negative caching is configured by clicking:

Cache objects even if they do not have an HTTP status code of 200 (default:  turned on)

Adjusting Cache Size


If cache becomes corrupt…

Stop WebProxy Service

Delete the content in \URLCache

Restart WebProxy service (all cached content is lost)

Scheduled Content Downloads (highlights)


Use Reports to determine most frequently access web sites.

Once, Daily, or Weekly (then pick which day(s) of the week)


 Content only from URL domain

Max. # of cached objects ____

Links Depth ____

Module 5, Configuring Access for Remote Clients and Networks


ISA uses RRAS to create/manage VPNs.


ISA supports 3 VPN Network Configuration scenarios:  (Geo, make a screen shot of the Network 



Configuration node)



Remote users connecting to a corporate network (ISA must accept Client Connections)




Configures RRAS as a VPN server




Enforces auth. and encrypt. methods

Opens PPTP and L2TP ports via packet filters



Acting as the Local ISA server (a.k.a. Main Office)




Creates a .vpc configuration file, which the Remote Connection must obtain



Acting as the Remote ISA server (Branch Office) (Remote server initiates)

Module 6, Configuring the Firewall

Best Practices (subset):


Don’t run unnecessary services on ISA


Audit


Document


Maintain physical security

Security Configuration Wizard (applies one of the .inf  Security Templates)


Launched as follows:



(Method 1) Open Servers & Arrays




Clik on Server





Expand to Computers node






R-Clik on Server







Choose Secure…



(Method 2) Click Packet Filters node (Taskpad View)




Click the “Secure Your ISA Server Computer” taskpad (wizard).


Three choices:



Dedicated, use when ISA is functioning as a dedicated Firewall w/no other apps.




Hisecwf.inf or Hisecdc.inf



Limited Services, when used as a combined Firewall/Cache server.




Securews.inf or Securedc.inf



Secure, use when ISA performs other functions, like mail server, DB server, etc.




Basicsv.inf or Basicdc.inf


After running the wizard, changes are logged in:  x:\ISA installation dir\securwiz.log

In a Three-Homed Perimeter Network ISA treats both the Perimeter and the Internet connections as external.

(p. 9) Three Homed Perimeter Networks require IP routing to move packets ‘tween the Internet and the Perimeter.

To set up the Three-Homed Perimeter Network…(a.k.a., enable packet filtering and enable IP routing)

Enable IP Routing (a check box in “IP Packet Filters” Properties node)


Enable Packet Filtering (also a check box in “IP Packet Filters” Properties node)


Create the appropriate IP Packet Filters

Packet Filters can be used to both block and allow packets, destined for either the Internal Network, or the Perimeter Network.

Packet Filtering requires installation in Firewall or Integrated Mode.

Controlling Network Traffic (p. 11)


Web Proxy Service



Services Web Proxy Clients



Services Inbound requests through Web Publishing


Firewall Service – Proxy



Services Firewall Clients and SecureNAT Clients


Firewall Service -- Routing



Routes packets between networks w/o changing the IP addresses and ports



Packet Filters are used to determine whether to “route” a packet

IP Packet Headers


IP packets are controlled by the following IP header info:



Source IP address and port



Destination IP address and port



IP Protocol information

Packet Filters explicitly allow or explicitly block traffic.


Packets may be blocked if a filter blocks packets that would otherwise be allowed


Packet filters can also override (block) protocol rules that allow connections.

Two Situations that Require IP Routing (p. 14):

1. Servers in a three-homed perimeter network


Note:  Servers in back-to-back perimeter need a different configuration

2. Protocols other than UDP and TCP (i.e., ICMP)

Four Situations that Require Packet Filtering (p. 15):

1. Services running on the ISA server, i.e. DNS

2. Applications running on the ISA server (configuring ISA as a Firewall client is not supported. Instead, packet filters must be created so that “direct connections to the Internet” can be established.

3. Servers in a three-homed perimeter network

4. Protocols other than UDP and TCP, such as to use PING (ICMP)

Integration of Packet Filtering (PF) and Routing

	Packet Filtering OFF

Routing OFF

Lowers the protection of the ISA server.

Use this only to optimize performance.
	Packet Filter ON

Routing OFF

Use when there is no three-homed network, and, 

When all client connections use either UDP and/or TCP.

	Packet Filtering OFF

Routing ON

Used when security and routing are needed
	Packet Filtering ON

Routing ON

This configuration DOES NOT EVEN EXIST; the s’ware will not allow it.


Creating Packet Filters (p. 19)


Select a Server or Array



Clik the Access Policy node




Clik the IP Packet Filters node





Then clik the “Create a Packet Filter” taskpad…

Name the Filter


Select the Filter Mode



Select the Filter Mode (Block or Allow)




Select the Filter Type (Custom or Predefined [there are 16 predefined filters])





Configure Filter Settings, choices are…






IP Protocol, choices are…







Any







ICMP







TCP







UDP







Custom (if this choice is made, other choices follow like…)






Direction, choices are…











In Bound







Outbound






Local Port











All Ports











Fixed Port ____











Dynamic Port, then…










Remote Port (same choices as Local Port)






Select Local IP Address (“Apply this packet filter to”), choices are…













Default IP addresses for each external interface on the ISA server













This ISA servers external address













This computer (on the perimeter network)














Select Remote Computers (“Apply this packet filter to”), choices are…















All remote computers















Only this remote computer _______
Application Filter Overview (p. 25)

There are nine pre-made filters (all but the SMTP filter are enabled by default):


DNS Intrusion Detection Filter


FTP Access Filter


H.323 Filter



Allow incoming calls



Allow outgoing calls



Allow audio



Allow video


HTTP Redirector Filter


POP Intrusion Detection Filter


RPC filter


SMTP Filter (very powerful)



Can block specific SMTP commands



Controls Attachments, keywords, and message sizes, with resultant message Actions, like…




Delete Message




Hold Message




Forward Message to ___



Can filter based on sender’s name, and domain name



The Message Screen must be installed on IIS in order to screen most of the above


SOCKS V4 Filter


Streaming Media Filter, which supports…



MMS (Windows Media)



PNM (Progressive Networks Real Player client and server publishing)



RTS (Real Time Streaming Protocol [RTSP], for RealPlayer G2, QT client access and server pub.



Live Stream Splitting for inbound media retransmission

Module 7, Configuring Access to Internal Resources

Publishing Overview (p. 3)


Both Web Publishing and Server Publishing are supported


ISA re-issues requests changing packet headers, but not exposing internal IP addresses

Web Publishing allows you to specify the port that ISA uses to connect to a server.

Server Publishing does not allow you to remap the port that ISA uses to connect to a server.


Publishing Web servers = reverse proxy


Supports HTTP, HTTPS, FTP



Requires the WebProxy service


Publishing ServersBack to Back Perimeter Network



I can publish internal servers



Can also publish servers on the perimeter network

External ISA configuration

LAT must have addresses of the perimeter network

Publishing rules define access to the Perimeter servers

Internal ISA configuration

LAT must have addresses of the internal network

Publishing rules define access to the internal network servers

Publishing v. Routing (p. 7) (Routing <> Publishing


If no perimeter network, use Server Publishing


If Three-Homed Perimeter Network config., use…

Routing and packet filtering between the Internet and the Perimeter, and,…

Use Server Publishing the Internal and Perimeter Networks


If Back-to-Back perimeter network config., use Server Publishing on both ISA computers

Configuring Web Publishing (p. 10)


Name Rule



Destination Set

Select a “Client Type”, choices are…





Any request

Specific Computers (Client Address Sets)

Specific Users and Groups


Rule Action, choices are…



Discard the request, or, 



Redirect the request to this internal Web server _____




Configure HTTP, SSL, and FTP Ports when Bridging

Configuring Server Publishing  (p. 20)

Adding an H.323 Gatekeeper

Module 8, Monitoring and Reporting

Configuring Alerts (possible actions include…)


Send e-mail message


Run a program


Report the event to a Win2000 Event Log


Stop selected ISA Services, but only for…



Firewall



WebProxy



Scheduled Cache Content


Start selected ISA services

Configuring Logging (P. 15)


Packet Filter Logs


Firewall Service Logs


WebProxy Service Logs

Log Formats


W3C format (default)



Use for compatibility



Only logs selected fields



GMT



Tab as delimeter


ISA format



Logs all fields



Uses local time

Comma as delimeter


ODBC database

Logging Procedures

Create Logs



Monitoring Configuration




Logs





R-Clik on any of the three logs






Packet Filters






ISA Server Firewall Service






ISA Server WebProxy Server






 Clik Enable logging for this service

Create Log Summaries (these are required for Reports)


A summary can only be created after at least one daily summary has been created)



Monitoring Configuration




R-Clik on Report Jobs Folder, get Properties





General TAB






Clik    Enable Reports





Log Summaries TAB






Clik    Enable Daily & Monthly Summaries







Determine the number of retained Daily and Monthly summaries

Create Report Jobs


Monitoring Configuration



R-Clik Report Jobs




Clik New, Report Job… (3 TABs result…)





Give the job a name





Determine the Period (Duration)






Specify when to Generate





Specify rate of recurrence (Schedule)





Specify Credentials of user who can run the Report

Predefined Report Formats


Summary Reports



Protocols



Top Users



Top Web Sites



Cache Performance



Traffic



Daily Traffic


Web Usage Reports



Top Web Users



Top Web Sites



Protocols



HTTP Responses



Object Types



Browsers



Operating Systems



Browsers v. Operating Systems


Application Usage Reports



Protocols



Top Application Users



Top Applications



Operating Systems



Top Destinations


Traffic & Utilization Reports



Protocols



Traffic



Cache Performance



Connections



Processing Time



Daily Traffic



Errors


Security Reports



Authorization Failures



Dropped Packets

Module 9, Configuring ISA Server for an Enterprise

Array Members have the following shared configuration:


Policy Configuration, which includes:


Site & Content rules

Protocol rules

IP Packet Filters ( actually, an array member can optionally have its own packet filter config)

Web Publishing rules

Server publishing rules

Bandwidth rules

Alert Configuration


Alerts can be configured for each server or for all in the array

Reports


They display activity on all of the array members

Cache


Disk space for caching is allocated separately on each ISA server.


Caching properties are common for all array members including:



HTTP

FTP



Most of the CARP properties

Must be Enterprise Admin or Domain Admins member to create new arrays.

Enterprise Policies include:

Site & Content rules

Protocol rules

Guidelines for setting up Arrays


All members must be in the same Domain and same Site


All members must be in the same installation mode, Cache, Firewall, or Integrated (must, or should?)


All members must have the same Extensions installed.

Server-Specific Array Member Settings


Listeners for Outgoing and Incoming Web Requests


Either a Listener can be active on only one interface or,



configure a separate Listener for each network interface on each ISA Server


Packet Filters (See above )

Server Publishing rules


Each member can have its own publishing rules

Alerts

Caching


Configure disk space used for caching


Load factor


Intra-array IP address

Configuring Automatic Discovery (p. 31)

	Auto Config Methods and their Supported Clients

	

	Using DHCP
	Using DNS

	2000

98

Me
	2000

NT4.0

98

Me

95, if  it has a static DNS config


Know automatic client discovery well

-----------------------------------------------------------------------------------------------------------------

List of TCP/UDP Port Numbers  that are specifically mentioned in this course (ones in blue were not mentioned in the book but are important):

	Application Protocol Name (no particular order)
	Port No.
	Transport

	FTP
	21
	TCP

	Telnet
	23 
	TCP

	SMTP with or w/o SSL
	25
	TCP

	DNS
	53
	TCP & UDP

	HTTP
	80
	TCP

	HTTPS (HTTP w/SSL)
	443
	TCP

	Kerberos
	88
	TCP & UDP

	POP3
	110
	TCP

	POP3 w/SSL
	995
	TCP

	IMAP4
	143
	TCP

	IMPA4 w/SSL
	993
	TCP

	NNTP
	119
	TCP

	NNTP w/SSL
	563
	TCP

	LDAP to Domain Controller
	389
	TCP

	LDAP to Global Catalog Server
	3268
	TCP

	H.323 Gatekeeper
	1720
	TCP

	RPC Port Endpoint Mapper
	135
	TCP

	RPC Service Ports
	1024+
	TCP

	NetLogon
	445
	TCP

	ISA Outgoing Web Request Listener port
	8080
	TCP

	ISA SSL Outgoing Web Request Listener port
	8443
	


-----------------------------------------------------------------------------------------------------------------

Things to investigate before the exam…

-----------------------------------------------------------------------------------------------------------------

Network Load Balancing and “port rules”…v. host priorities

STS says that each cluster member must have a different priority number. The number with the lowest priority handles all traffic for the virtual IP addresses that should not be load balanced.
Network Load Balancing and primary v. dedicated IP addresses.

Anything to do with arrays.

Automatic client configuration script; default v. custom, WebProxy client setup v. Firewall Client setup...How does one create a custom configuration script?

Recall the purpose of the LDT, and which clients use it.

Look up ISA auto created Performance Objects and Counters (& screen capture).

Explore NetStat as a diagnostic utility.

	NetStat
	No switches
	Displays protocol statistics and current TCP/IP connections

	
	-a
	Displays all connections and listening ports

	
	-e
	Displays Ethernet connections; can be used with –s

	
	-n
	Displays addresses and port numbers in numerical form.

	
	-p proto
	Where proto could be either TCP, UDP, IP, or the ICMP protocols. The proto switch merely restricts to a single protocol display

	
	-r
	Displays the routing table

	
	-s
	Displays per protocol routing statistics

	
	interval
	A pausing interval of time in seconds


What is LCP in relationship to PPTP/VPN? This was seen in a NetMon trace on the exam.

Questions for MSCourseware:
------------------------------------------------------------------------------------

Why do I need an SMTP packet filter to perform an SMTP alert that goes outside of my network? Wouldn’t a Protocol Rule serve this purpose? Aren’t packet filters primarily to block inbound access to resources? ISA Help says an SMTP packet filter is needed.

When I configure Local or Client VPN access (Network Connections) the wizard result says that packet filters are created. Why, then, do I need to get properties on the IP Packet Filters node, click on the PPTP tab, and click to enable PPTP through ISA Firewall ?

ISA Help says that array members should be installed in the same mode. Must they, or should they be installed in the same mode? The courseware does not address this.

Scenario:

I install the Enterprise Schema extensions into AD as per the included graphic, choosing “Use this Enterprise Policy”. It appears that all arrays inherit the Enterprise policy. Is it possible, after the fact, to change to the “Use Array Policy only” option? What about if I choose “Use Array Policy” and then want to go to “Enterprise Policy”. Am I able to do that?

On the Packet Filters properties dialog box, on the PPTP tab, why is there only a check box for "PPTP through the Firewall" and not L2TP? Is it because L2TP/IPSec sends a regularly formed IP packet with the encrypted part as IP data?

------- checkpoint ------- (all questions submitted previous to the checkpoint)
Where/how do packet filters and protocol rules fit together?

If I have a publishing rule, must I, in EVERY INSTANCE, also have an ALLOW  packet filter for the correct protocol? ie, do I need an NNTP filter in order to use the NNTP Server Publishing rule we create in Mod 7?

------------------------------------------------------------------------------------

Suggestions for the ISA product
Product suggestions:

Documentation suggestions:

Talk more explicitly about setting up name resolution on clients and on ISA, with pictures.

Much more on NLB in Help, especially if it is tested

Much more on Clustering, especially if it is tested

Make it “bookmark-able”

------------------------------------------------------------------------------------

Suggestions for the ISA 2159 Course
Much more on NLB, especially if it is tested

Much more on Clustering, especially if it is tested

Have a final module with scenario based configurations. Create three configs, build, test, burn down, repeat.

Have the course set up an Exchange server, WMServices for a more realistic configuration experience.

Talk more explicitly about setting up name resolution on clients and on ISA, with pictures.

Describe authentication scenarios much more fully.

George J. Squillace, New Horizons CLC of East Lansing
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