Course 2152
Implementing Windows 2000 Professional & Server
Crib Notes – Windows 2000 Study

Module 1, Installing or Upgrading

OS Requirements, p.5

	
	Prof
	Server
	Adv. Server
	DataCenter

	CPU
	P133
	“”
	“”
	“”

	RAM
	64 min, 
4 GB max
	128MB min, 256 rec., 
4GB max.
	8GB max.
	

	Disk
	2GB, 1GB free
at least 650 free
	“’
	2GB, 1GB free
at least 850 free
	“”


Disk partitioning options, when installing from CD, p. 7

1. New partition on unpartitioned space

2. New partition on a partitioned disk (with free space)

3. Install on existing partition, overwrites OS

4. Delete existing partition

To create setup disks run makeboot.exe, p. 14

Generating a compatibility report:


Winnt32 /checkupgradeonly


Windows 2000 Readiness Analyzer (http://www.microsoft.com/windows2000/upgrade/compat/default.asp)
Module 2, Configuring the Environment

To install new hardware that went undetected


Add/Remove Hardware control panel.

Controlling driver signing options (looks at .cat files for digital signatures)


System control panel, Hardware tab, Driver Signing button…



Ignore

Warn

Block

To identify unsigned drivers

Run command, sigverif

Accessibility Options Control Panel [not discussed in the books at all]


The four areas of accessibility control…



Keyboard



Sound



Display



Mouse


Accessibility features can be set to be idled after a configurable time period.


Administrative Options



( “Apply all settings to logon desktop”, 



( “Apply all settings to defaults for new users”, 

Module 3, Connecting 2000 Clients to Networks

To change binding order:


Open “Network and Dial-up Connections” control panel



Advanced Menu




Advanced Settings menu item





Adapters and Bindings TAB






Click on a binding and then the up or down arrow

APIPA addresses:  169.254.0.0, mask of 255.255.0.0 (p. 7)

Use ipxroute config (command line util) to display the network number, frame type, and devices that are in use.

Module 4, Creating & Managing Users Accounts

Usernames up to 20 characters, p. 4

Passwords can be up to 128 characters, p. 5

To create Local User Accounts:


Admin Tools



Computer Management




Expand Local Users and Groups





Rclik the Users folder






New User

To install the Windows 2000 Administration Tools:


From \i386 of the Server or Adv. Server compact disc double click adminpak.msi

Use runas to use the Admin Tools. Do it as follows (p. 15):


On the Admin Tools menu

hold the SHIFT key

Rclik Active Directory Users and Computers


Click Runas
Module 5, Managing Access to Resources by Using Groups

Local Groups

Use Local Groups when a computer does not belong to a Domain.

Local Groups control access to resources on that computer.

Membership rules:


Can only contain local user accounts from the computer where you create the local groups


A Local Group cannot be a member of any other group

Domain Groups


Security Groups; for both permissions AND e-mail distribution


Distribution Groups; for e-mail distribution only

Group Scopes (p. 12)

Global Group

Grant permissions in any domain

Membership Rules:

Mixed Mode Domain


Can only contain User Accounts from the same domain.


Can only be members of Domain Local Groups

Native Mode Domain

Can contain User Accounts and other Domain Global Groups from the same domain

Can be members of Universal and Domain Local Groups in any domain, and Global Groups in the same domain.

Permissions:

Can be assigned permissions in any domain in the Forest.



Visibility:




Visible within its domain and all trusted domains (whole Forest).


Domain Local Group
Membership Rules:

Mixed Mode Domain

Can only contain User Accounts  and Global Groups from any 
domain.


Cannot be a member of any groups

Native Mode Domain

Can contain User Accounts, Domain Global Groups, and Universal 
Groups from any domain in the Forest, and Domain Local 
Groups from the same domain
Can be members of Domain Local Groups in the same domain

Permissions:

Grant permissions to domain resources in the same domain



Visibility:




Visible only in its own domain.


Universal Group
Membership Rules:

Mixed Mode Domain


Not applicable! Can’t create them in Mixed Mode.

Native Mode Domain

Can contain User Accounts, Domain Global Groups, and other 
Universal Groups

Can be members of Domain Local and Universal Groups in any 
domain.

Permissions:


Grant permissions in any domain



Visibility:




Visible in all domains in the Forest.

A conceivable arrangement in native mode:


A ( G ( G ( U ( U ( L ( L ( P

The following group scope changes can be made (just click on a different radio button in the group’s Properties dialog box:


Chg. a Global to a Universal, but only if the Global is not a member of another Global.


Chg. a Domain Local to a Universal, but only if the DL does not contain another Domain 

Local.

For single domains use the A G DL P strategy, p. 14, or A G G DL P.

Module 6, Managing Data by Using NTFS

NTFS Permissions

List of NTFS Folder and File Permissions, p. 3

Read

Write

List Folder Contents

Read & Execute

Modify

Full Control

“Allow” and “Deny” are assigned with the above permissions

Disk Quotas (this has nothing to do w/Basic or Dynamic disks)
To enable Disk Quotas:


Computer Management MMC



Expand Storage container




Clik on the Disk Management folder





Rclik on a Volume






Properties







Quota TAB








Check “Enable quota management”

XXX add more here

EFS (Encrypting File System)

Encryption and compression are mutually exclusive. (Mod. 6, p. 40)

To encrypt files or folders:


Select a folder or file

Rclik, get Properties


General TAB



Advanced Button




Clik checkbox “Encrypt contents to secure data”

All sub-files and folders are also encrypted.

Module 7, Network Access to File Resources

SHARED FOLDERS

Shared folder permissions can be assigned as “Granted” or “Denied”.

You can grant shared folder permissions to users, groups, and computer accounts.

Tip: Use the “Authenticated Users” group instead of the “Everyone” group for the purpose of assigning permissions.

Default administrative shares are:  root of every drive (ie, C$, D$), c:\winnt shared as “ADMIN$), and systemroot/system32/spool/drivers shared as “PRINT$.

Howto publish a shared folder into Active Directory:


Active Directory Users and Computers



Rclik the domain into which you wish to publish the shared folder




New





Shared Folder






Type a name and a UNC to the folder.

Howto search Active Directory for shared resources:


Client method:



Start

Search…


For Files and Folders…



In the “Look in:” list box, choose “Browse…”

Expand “My Network Places”, “Entire Network”, “Directory”, and then Rclik on a domain name


Choose “Find…”

From the “Find” list box choose “Shared Folders” and then complete the Find form.


Administrator method:



Active Directory Users & Computers




Rclik on a domain





Find…






In the “Find” list box, choose “Shared Folders”







Complete the “Find” form.

USING DFS
Member servers have to create an MMC console with the DFS snap-in to make DFS roots as the console does not exist by default.

Only client computers w/DFS client s’ware can access DFS resources, which include Win2K, NT4.0, and Win98 natively. There is a downloadable Win95 client (p.26).

A domain may have any number of DFS roots, but a single computer can only hold one DFS root.

Two types of DFS roots:


Stand-alone



No fault tolerance (only “manual” replicas can be used)



Can have root level DFS shared folders but only a single level of DFS links.


Domain-based DFS root



Can be hosted on several domain controllers or member servers



Changes to the DFS tree are automatically synchronized with Active Directory



Supports multiple levels of DFS links

Howto create a DFS root:


Distributed File System (MMC)



Action menu

New DFS root…





Select the root type (domain or stand-alone)





(If domain root) Specify the domain name





Specify host server name (DNS name)





Specify an existing share name or create a new one





Specify a DFS root name, and optionally a comment

A DFS link can point to the root of another DFS!!!

Howto create a DFS link (p. 30)

XXX

Howto add a DFS replica (p. 31)

XXX

The File Replication Service (FRS) replicates designated DFS replicas.

Each DFS link can have up to 32 replicas.

Howto set the DFS replication policy (p. 32)

XXX

Module 8, Monitoring & Optimizing Performance

The Dr. Watson log file name is Drwtsn32.log.

All users can view application and system logs, but only administrators can view security logs.

Howto view log files:


Computer Management MMC



Expand the System Tools node




Clik on the Event Viewer node





In the right window pane dubl-clik on one of the logs.

Howto view log files for another computer:


Rclik on “Computer Management”



Clik “Connect to another computer…”




Enter a name

System Monitor
To use System Monitor open the “Performance” MMC.

System Monitor info can be viewed in graph, bar chart (histogram), or report form.

All three of the above can be saved into an HTML file and be viewed in a browser.

There are three Alert actions that can be triggered when a threshold is exceeded:


Send a network message


Run a program


Start a log

Examining Memory Performance


Pages/sec


Available bytes


Paging File\%Usage


Paging File\%Usage Peak (bytes)

Recommended Pagefile.sys size is 1.5 times the amount of RAM.

Examining Processor Performance


Processor\%Processor Time (>80% indicates a bottleneck)

System\Processor Queue Length (a count of 2 or more threads on a single CPU 


system may indicate a bottleneck.

Examining Disk Performance (p. 49)

LogicalDisk\%Free Space

LogicalDisk\Avg. Disk Bytes/Transfer

PhysicalDisk\ Avg. Disk Bytes/Transfer

LogicalDisk\Avg. Disk sec/Transfer

PhysicalDisk\Avg. Disk sec/Transfer

LogicalDisk\Disk Bytes/sec

PhysicalDisk\Disk Bytes/sec

Examining Network Performance (p. 51)


Network Interface\Output Queue Length


Network Interface\Packets Outbound Discarded


Network Interface\Bytes Total/sec


TCP\Segments Received/sec

TCP\Segments Sent/sec

TCP\Segments/sec

TCP\Segments Retransmitted/sec


IP\Datagrams Forwarded/sec


IP\Datagrams Received/sec

.
IP\Datagrams/sec


IP\Datagrams Sent/sec

Module 9, Implementing Security in Windows 2000

A security template is a text file.

Two ways to implement security policies, local system policy or group policy (in a domain).

Howto apply Local Security:


Open Local Security Policy MMC



Expand a sub area of policy such as “Account Policies”




In the details pane double clik on a policy to configure its settings.

Group Policy settings exist for sites, domains and OUs.

Group Policy settings apply to Computer Configuration and/or User Configuration.

Group Policy settings are applied in the following order:


Local Settings, Site, Domain, OU.

Security Templates
Win2K default security settings are only applied to Win2K installations on NTFS.

When computers are upgraded security is not modified.

When Win2K is installed on a FAT file system you cannot apply security to the computer.

Four pre-defined security levels (p. 7):


Basic (the default level for Win2000)



Basicwk.inf (workstation)



Basicsv.inf (server)



Basicdc.inf (domain controller)


Compatible (for standard biz apps to run)



Compatws.inf (workstation or server)


Secure



Securews.inf (workstation or server)



Securedc.inf (domain controller)


High (primarily used for testing & development of high security apps)



Hisecws.inf (workstation or server)



Hisecdc.inf (domain controller)

Howto apply a security template to a local computer:

Open the “Security Configuration and Analysis” MMC (this snap-in may need to be 
added)


Rclik the “Security Configuration and Analysis” node



Clik “Open Database…”




Open or create a database





Select an Import Template (*.inf file)






Once again Rclik the “Security Configuration and 






Analysis” node







Clik “Configure System Now”

Howto compare two security configurations:

Open the “Security Configuration and Analysis” MMC (this snap-in may need to be 
added)


Rclik the “Security Configuration and Analysis” node



Clik “Open Database…”




Open or create a database file (*.sdb)





Select an Import Template (*.inf file) [only if creating a new database, as 




existing databases already have template settings])






Once again Rclik the “Security Configuration and 






Analysis” node







Clik “Analyze Computer Now”








Select a location for the analysis log.








Discrepencies are marked w/ a red flag








Consistencies are marked w/ a green check








It is implied all other settings are unconfigured

Howto use SECEDIT and its five high-level operations


/analyze


/configure


/export



These three correspond to what was possible in the the “Security Configuration and Analysis” 


MMC. Must use the above three with the /db (specify a database) switch and optionally the /cfg 


switch to specify a template. The /verbose and /quiet switches are also available, 
which are not 


available in “Security Configuration and Analysis”

/refreshpolicy, which forces a group policy propagation event (these normally occur whenever the 


computer starts, every 60-90 minutes thereafter and when local security policy settings are 


modified using the Security Settings extension in Group Policy).


/validate, verifies syntax of a template


/enforce, to cause a refresh in policy regardless of whether changes have taken place or not


/areas, configure or export specific areas of security settings



securitypolicy



group_mgmt



user_rights



filestore


services

Auditing

Howto set up an Audit Policy


Create an MMC console w/ the Group Policy snap-in (use Local Computer as the object)



Expand Computer Configuration




Expand Windows Settings





Expand Local Policies






Clik Audit Policy







Dubl-clik an item in the Details Pane to configure an item, such as 





“Success” or “Failure”

Lab B:, Exercise 2


Runas /user:nwtraders.msft\Adminx “secedit /refreshpolicy machine_policy”
Howto assign auditing to a file or folder:


Get Properties on the object



Security TAB




Clik the “Advanced…” button.





Clik the “Auditing” TAB.






Clik the “Add…” button







Assign a User, Group, or Computer








Assign one or more of the many access attempts









Ie, Create Files/Write Data









Read Permissions









Change Permissions








Assign whether to audit Success, Failure, or both

Module 10, Configuring Printing

Howto make sure a shared printer is listed in AD:


Open the Printers Folder



Get Properties on a specific Printer




Sharing TAB





Click on the ( “List in the Directory” checkbox.

Every Win2000 Print Server that is either a member of a domain or is a domain controller automatically publishes printers in AD.

For non-Win2000 computers use AD Users & Computers to publish, or the pubprn.vbs script 
in the System32 folder.
Howto connect to a printer using IPP and a web browser:


http://server_name/printers


Click the link for the printer you want to connect to




Under the “Printer Actions” heading click on the “Connect” hyperlink.

Howto connect to a printer using IPP and the Add Printer Wizard:


Dubl-clik the Add Printer Wizard



Click on the Network Printer radio button




Click on the “Connect to a printer on the Internet or on your intranet” radio button


http://server_name/printers/share_name/.printer 






Type username and password if prompted.
Module 11, Configuring Win2000 for Mobile Computing

Power Management

There are two power mgmt. Standards:


ACPI, Advanced Configuration Power Interface


APM, Advanced Power Management

Standby


Puts machine in a low power state to conserve energy, but does not save data

Hibernation


Saves everything in memory on disk, turns off monitor and hard disk, and then turns of 
computer. 

Takes longer to come out of than Standby. 

Must have free hard disk space >= the amount of RAM.

PC must be made able to hibernate from the factory.

In the Power Management control panel the computer can be configured to hibernate 


automatically after a specified amount of time.

Offline File Use
By default any Win20000 shared folder is enabled for Offline File use with one of three choices selected (see immediately below)

Howto enable a server computer for Offline File Use:


In Windows Explorer, on the Sharing TAB of a folder’s properties



Clik on the “Caching” button




Offline Files TAB





Clik the ( “Allow caching of files in this shared folder” Check box






Choose one of the following three options:






Manual Caching of Documents (specially marked files by the user will be 






cached). THIS is the default.





Automatic Caching for Documents (files will be automatically cached when 





they are first opened)






Automatic Caching for Programs (read only files will be cached once, then 





the local copies 
will be used, files are not synched)

Howto enable a client computer for Offline File Use:


In Windows Explorer, choose Tools menu



Folder Options




Offline Files TAB (Note, this gets one to the same place as the “Folder Options” control 





panel)





Clik the ( “Enable Offline Files” Check box (This is enabled by default on 2000 




Professional and disabled by default on 2000 Server)
Howto access Synchronization Manager:


Start, Programs, Accessories,



Synchronize




Click on the “Setup” button to configure synch behavior for LAN and Dial-up connections

Connecting to Networks & Computers


Connect to other entities via the “Network Connection Wizard”. Several methods of 
connecting including:



VPN



Dial-up



Infrared



Direct cable

Module 12, Configuring & Managing Disks

When a new disk is set up on a Win2000 machine it is created a basic disk.

Limitations and Features


Basic Disks



Up to four partitions



Is compatible w/ other types of disk storage



Cannot create new volume sets, stripe sets, or RAID-5 sets on a basic disk.



Can create, delete, and format basic disks w/o having to restart.



Partitions, not volumes


Dynamic Disks



Volumes, not partitions



No limit to the number of volumes per disk (and, hence, per system)



Dynamic disk info is stored ON THE HARD DISK, not the Registry, and the info is 


replicated to the other dynamic disks



Volumes can be extended to include non-contiguous space on any available disk.



If the disk being upgraded contains the boot partition, system partition, or an 



active page file the computer must be restarted to complete the operation.

Dynamic Disk volume types:


Simple


Striped


Spanned


Mirrored


RAID-5

A physical disk is either dynamic or basic, not both.

A system may contain both dynamic and basic disks.

Leave 1 MB free on every disk you create so that it may be upgraded to dynamic.

Howto repair a volume or partition:


In Disk Management MMC, R-clik the partition or volume marked as “Missing” or “Offline”



Clik “Reactivate Disk”. The status of “Online” should return.
Howto add a disk in a hot swap supporting computer:


Insert or attach the disk



In Disk Management (within Computer Management MMC) the disk will likely be 

detected as “Foreign”.

R-clik the representation of the disk




Clik “Import Foreign Disk”

Howto add a disk in a non-hot swap supporting computer:


Insert or attach the disk



In Disk Management (within Computer Management MMC), Action Menu




Clik “Rescan Disks”

Module 13, Implementing Disaster Protection

UPS


Configured in the “Power Options” Control Panel


Can be configured to launch an application when an alarm occurs

RAID Implementations


Create fault-tolerant volumes with the “Create Volume” wizard in Computer Management 

MMC, in the “Disk Management” node.


Both types support FAT, FAT32, and NTFS file systems.


Mirroring



To create this you must have dynamic disks



I can create the mirror pair from scratch or I can mirror an existing volume


Striping w/Parity



To create this you must have dynamic disks

Recovery from RAID Failures


Recovery of Mirrored Volumes (remember, the term “volume” implies a dynamic disk)



If status of failed volume is “Failed Redundancy” one of the disks will appear as:




1) Offline, 2) Missing, 3) Online (Errors)



To repair “Offline” or “Missing” or “Online (Errors)”




Rclik disk





Clik “Reactivate Disk”, status should return to “Healthy”



To repair a truly failed disk (the “Online (Errors)” error persists…




Replace disk





Rclik mirrored volume






Clik “Remove Mirror”







Rclik the volume you want to mirror








Clik “Add Mirror”









Select 2nd disk in mirrored volume










Clik “Add Mirror”


Recovery of RAID-5 Volumes (remember, the term “volume” implies a dynamic disk)



If status of failed volume is “Failed Redundancy” one of the disks will appear as:




1) Offline, 2) Missing, 3) Online (Errors)



To repair “Offline” or “Missing” or “Online (Errors)”




Rclik disk





Clik “Reactivate Disk”, status should return to “Healthy”



To repair a truly failed disk (the “Online (Errors)” error persists…




Replace disk





Rclik RAID-5 volume






Clik “Repair Volume”







Select the disk that will replace the failed one, then clik “OK”.

Backup


Now supports a variety of media including:



Tape drives



Logical Drives (I can back up to a file)



Removable Disks



Recordable CD-ROMS
Backup Types


Normal


Copy


Incremental


Differential


Daily

System State Data includes (not all items are found on all computers):


Boot files (Ntldr and Ntdetect.com) and System Files (used to load, configure and run the OS).



May include portions of the %systemroot% folder



Active Directory



SYSVOL



Certificate Services



Component Services Class Registration Database (aka COM+ Registration Database)



Registry



Cluster Database



[Parts of the System State data cannot be backed up separately]

Scheduled Backup Frequencies:


Daily


Weekly


Monthly


Once


At System Startup


At Logon


When Idle
Restoring Files and Folders


Must restore NTFS data to an NTFS volume to avoid data loss and preserve…



Permissions



EFS settings




[If an encrypted file is restored to a FAT partition the file is unreadable]

Disk Quota info



Mounted Drive info



Remote Storage info

Restore

Normal restores are “Nonauthoritative”


AD data is restored and merely appears as “old”, and gets replicated over

Howto perform an “Authoritative Restore”


Restore System State data, but do not restart the server


Run NTDSUtil with the right options (this is an interactive tool)




List of NTDSUTIL main activities:





Authoritative Restore





Domain Management





Files





Help





IPDeny List





LDAP policies





Metadata cleanup





Popups %s





Quit





Roles





Security account management





Semantic database analysis

Advanced Startup Options (invoked by pressing F8 during startup)


Safe Mode



Only basic devices and drivers, creates a log file



If a DC, no AD avaialable


Safe Mode /w Networking


Safe Mode /w Command Prompt



If a DC, no AD avaialable


Enable Boot Logging



References all drivers and services that are loaded in ntbtlog.txt


Enable VGA Mode


Last Known Good Configuration


Directory Services Restore Mode


Debugging Mode



Sends debugging info through a serial cable
Recovery Console


To install the recover console run Winnt32.exe /cmdcons from a command prompt, or,


Start from the Win2000 floppies or CD and then select the “Recovery Console” option 


when prompted to choose repair options.


Table of the Recovery Console Commands

	Chdir (cd)
	Delete (del)
	Exit
	Format
	Mkdir (md)

	Chkdsk
	Dir
	Fdisk
	Help
	More

	Cls
	Disable (a service)
	Fixboot (writes a new partition boot sector)
	Logon (logs onto a Win2000 installation
	Rmdir (rd)

	copy
	enable (a service)
	Fixmbr (repairs the master boot record of the partition boot sector)
	map
	Rename (ren)

	Systemroot
	type
	
	
	


ERD (a floppy disk)


Created by using Windows Backup


When created places registry data in \Systemroot\Repair
Does not contain system files, therefore,



Can neither boot from it nor copy system files from it, so boot from setup 


floppies or Win2000 CD


While running Setup choose to Repair an existing installation.


It verifies the startup environment, system files, and boot sector on the startup disk. If 


critical files are corrupted or missing, they will be copied from the Win2000 CD.


Choose the “Fast Repair” or “Manual” options



The “Manual” choice does not allow Registry fixes!!!


Makes repairs related to:



Registry



System Files



Partition Boot Sector



Startup Environment (if a multi-boot computer)

Module 14, Installing & Configuring Terminal Services

XXX

Module 15, Implementing Windows 2000 Clients


Windows 2000 Installation Methods:



Compact disc



Network



Disk Duplication



Remote Installation (RIS)

Setup Manager Wizard (setupmgr.exe) allows the following to be created:


Create a new answer file (3 kinds)



1) Windows 2000 unattended installation. This makes the “unattend.txt” file.



2) SysPrep install (Mini-setup wizard). This creates a SYSPREP folder at the root 



of the drive image and a “sysprep.inf” which is within the SYSPREP folder.



3) Remote Installation Services. This creates a file called “winnt.sif”

Create an answer file that duplicates this computer’s configuration


Modify an existing answer file

Unattended Installs

To copy additional driver and other files:


Add “OEMPreinstall=Yes” in Unattend.txt


Add a “\$OEM$” directory below the \i386 directory at the network share



Create a “\$1” directory below the \i386 directory to copy the content in 




“$1”.



Other directories that could exist under \i386:




\PnPdrvrs




\Textmode




\SysPrep




\driveletter

To install mass storage devices 


Specify the “OemPnPDriversPath” in the Answer file


Create an [OEMBootFiles] section in the answer file



It lists files to be copied during text setup mode and may specify a Txtsetup.oem file.
Five levels of user interaction with the Setup Wizard


Provide Defaults


Fully Automated


Hide Pages


Read Only


GUI Attend

Setup Manager Wizard is found within cdroot\support\tools\deploy.cab
RIS (for more on RIS see Mod. 13 of course 2153 [Network Infrastructure])

To run the Remote Disk Generator (to create network floppies for RIS) run \RemoteInstall\Admin\rbfg.exe, which is found on the RIS server.

Module 16, Implementing Windows 2000 Based Servers

XXX

Things that require more studying and background reading:

EFS file recovery, Course 2152 Mod. 6 (NTFS)

More thorough on Drivers and driver signing, especially video issues

More thorough on Connection types, especially VPN.

Learn more about Windows Update

Module 1, Intro to the Windows 2000 Network Infrastructure

XXX

Module 2, Automatic IP Address Assignment by Using DHCP

Howto authorize a DHCP Server:

[Must be a member of Enterprise Admins in order to perform following]


Open DHCP MMC



R-clik DHCP console node




Clik “Manage authorized servers…”





Clik on the “Authorize…” button






Type in the name or the IP address

Howto delegate authority to someone who isn’t a member of Enterprise Admins:

XXX How to delegate What to What?


Open Active Directory Sites and Services logged on as an Enterprise Admin



View menu




Show Services Node





R-Click on the NetServices node






Delegate Control







Pick a user or group account








Clik “This folder, existing objects in this folder”, 








yada yada









Clik “Full Control” permissions

Use the netsh command to create a DHCP scope from the command line.

Create a new scope with the “New Scope wizard”.

XXX Add info re: Vendor Class and User Class options and details.

IPCONFIG /setclassid


To set a client’s DHCP class

IPCONFIG /showclassid

To show a client’s currently configured DHCP class

Module 3, Implementing Name Resolution by Using DNS

Windows 2000 Zone Types

Standard Primary

Single master, the master


Standard Secondary

Single master, the replica


Active Directory Integrated

Multi-master, stored in Active Directory rather than a zone file

DNS gets updated through AD replication cycles

Nothing to do with mixed or native mode Domains.

----Standard Zones----

Howto enable Dynamic Updates in DNS:


DNS MMC



R-clik a specific Primary Zone




Properties





General TAB






Select “Yes” from the “Allow dynamic updates” List Box.

----Integration Issues----

Dynamic Updates allow DHCP servers and DNS clients to directly update DNS zones.


BIND 8.1.2 or later support it.

Incremental Zone Transfers (IXFR) propagates only changed DNS information.


BIND 8.1.2 or later support it. Another source says 8.2.1.

SRV record types help find services.


BIND 4.9.6 or later support them.

Conclusion:  use BIND 8.2.2 or later for ALL FEATURES.

Choices for Zone Transfer Security (Zone Transfer TAB) (for RECEIVING Zone Xfer data)


Any Server


Only to servers listed on the Name Servers TAB


Only to the following Servers

----Active Directory Integrated Zones----

Requires Win2000 DNS servers


Supports both forward or reverse lookup zones

Can optionally configure “Secure Dynamic Updates” on a per zone basis (forward or 


reverse)


Requires DNS service to be installed on Domain Controllers


One CAN convert existing zones into AD, but the zone files are then deleted.


Only standard primary zones can be converted, not secondaries.


Howto convert from standard primary to Active Directory Integrated:



Get Properties on a zone




General TAB





Change… button






Clik “Active Directory-integrated” button.

----Dynamic Updates----
“PTR” records by default are updated by the DHCP Server. “A” records are optionally updated by a Win2000 client machine, or a DHCP server.

(Howto) First, the DNS server must be configured to allow them (this is done on a zone by zone basis):


R-clik a zone

Properties


General TAB



“Allow Dynamic Updates” List box




Yes




No




Only Secure Updates (only possible w/AD integrated zones)

Howto configure DHCP for Dynamic Updates:


R-clik a DHCP server in MMC



DNS TAB




Clik ( “Automatically update DHCP client information in DNS”





( Update DNS only if DHCP client requests





or, ( Always update DNS

[Optionally] Clik ( “Discard forward (name to address) lookups when lease expires”

Optionally] Clik ( “Enable updates for DNS clients that do not support dynamic update”

Win2000 machines automatically update DNS when its address came from DHCP or a static. If not…


R-clik a connection in “Networking and Dial-up Connections”



Properties




Click “Internet Protocol TCP/IP”





Properties






Clik “Advanced…” Button.







Clik “DNS” TAB








Clik ( “Register this connection’s addresses in DNS”








[Optionally] Clik ( “Use this connection’s DNS suffix in DNS 








registration”

ipconfig /flushdns


flush the client DNS cache

ipconfig /registerdns


force a client to renew its DNS registration

Module 4, Implementing Name Resolution by Using WINS

XXX

Nbtstat –c


Clears the NetBIOS name cache

Module 5, Configuring Network Security by Using Public Key Infrastructure

PKI is associated with:


Encryption


Authentication

Win2000 uses PKI for:


(optionally) Smart Card logon


EFS


IPSec


SSL


Certificate Services

Active Directory (certificates can be published into AD)

PKI enabled apps, such as…


IE


MS Mondy


IIS


Outlook


Outlook Express


Third party apps

Two types of CAs (Certificate Authorities)


Root CA



Most trusted type of CA


Subordinate CA



Certified by another CA



Can issue certificates to other (deeper) Subordinate CAs



Issues certificates for specific uses, such as…




Secure e-mail




Web-based authentication




Smart card authentication

Certificate Authority (CA) models in Win2K (there are four):


Enterprise Root CA, which requires…



Active Directory



DNS



Administrative privileges on the DNS, AD, and CA servers.



Uses AD to determine the identity of the requester



Use this if you will issue certificates only to entities within your own organization


Certificate requesting entities (users and computers) must have accounts in AD.


Enterprise Subordinate CA



Must have a parent CA


Use this to issue certificates for specific purposes, like e-mail


Stand-Alone Root CA



May or may not be a member of a domain



Can even be disconnected from the network and put in a safe place



Use this if you will issue certificates to entities outside your organization



Usually these CA entities only issue certificates to subordinate CAs.


Stand-Alone Subordinate CA



Use this if you will issue certificates to entities outside your organization



Requires a parent CA, like a commercial CA.



Requires admin. Privileges on the server.

A computer cannot be renamed, or joined to or removed from a domain after Certificate Services is installed. To make those changes Certificate Services must be removed!

Module 6, Configuring Network Security by Using IPSec

Common types of network attacks

· Network Monitoring

· Data Modification

· Passwords

· Address Spoofing

· Application-layer

· Man-in-the-middle

· Denial of Service

IPSec is implemented by using an IPSec policy, which defines…


Level of security desired



Client (Respond Only)



Server (Request Security)



Secure Server (Require Security)


Addresses to which the policy applies


Protocols to which the policy applies


DNS names to which the policy applies


Subnets to which the policy applies


Connection types to which the policy applies

IPSec policies can be applied to:


Local computers


Domain Members


Domains


Multiple computers using Group Policy objects

IPSec Policies use rules to govern how and when a policy is invoked. Rules specify:


Tunnel Endpoint


Network Type



All network connections



Local area network (LAN)



Remote Access


Authentication Method



Windows 2000 default (Kerberos v5)



Use a certificate from this Certificate Authority (CA)



Use this string to protect the key exchange (Preshared key)


IP Filter List (which includes the following default filters)



[the first filter method listed takes precedence]



All ICMP traffic



All IP traffic

Howto activate an IPSec Policy on a local machine:


In the IP Security Policy Management MMC clik “IP Security Policies on Local Machine”



RClik the policy you want to assign




Clik “Assign”

Configuring Security Between Computers

IPSec Transport Mode (the default IPSec mode)



This mode can potentially support connections to more than one computer.



In the “Tunnel Setting” TAB of the policies’ properties click on the (“This rule does 


not specify an IPSec Tunnel” radio button.

Configuring Security Between Networks

Use IPSec Tunnel Mode


This is created between two routers

IPSECMON.exe

A GUI tool to display active security associations on a local or remote computer.

Module 7. Configuring Remote Access

XXX

Module 8, Supporting Remote Access to a Network

Components of a remote access policy:


Conditions

Dial-in media

Time of day

Group membership(s)

Caller IDs

IP address matches

IP packet filters

Authentication protocol

Encryption settings

RADIUS attributes


Permissions (grant or deny, user(s) and or group(s))


Profile (authentication and encryption protocols, disconnect behavior)

User permissions prevail over group permissions.

Remote Access Policy Logic
1. Conditions

If there is no policy that matches an attempted connection, access is denied

If there is a policy that matches an attempted connection, the policy is used to determine 
access.

The FIRST policy condition that matches and incoming connection is processed.

2. Dial-in Permissions

If permission is set to Deny Access, user is denied.

If permission is set to Allow Access, user is granted access and the profile of the policy is 
applied.

If permission is set to Control Access through Remote Access Policy, the policy’s permission setting determines user access.

3. Application of the Profile When Granted Access

Connection may not be allowed if a critical setting in the profile does not match a setting on 
the Remote Access Server, ie, a certain group member tries to connect at night.

The connection may be disconnected later due to a time restriction.

The default remote access policy will have no effect on incoming connections when the domain is in mixed mode!!!

The default policy is overridden in mixed mode because the the user permission “Control access 
through Remote Access Policy” is not available in mixed mode!!!

The default policy will be applied to all connection attempts that do not match any other policy.

The default policy is “Allow access if dial-in permission is enabled”.

Conditions=any day, any time

Permissions=deny access

Profile=None

Module 9, Extending Remote Access Capabilities by Using IAS (Internet Authentication Service [RADIUS])

XXX

Module 10, Configuring a Windows 2000-Based Server As a Router

XXX

Module 11, Configuring Internet Access for a Network


Possible methods to connect to the Internet:



Router

Easiest method

Least secure



Firewall



NAT




Multiple users use a single connection to the Internet




NAT can provide DHCP and DNS services if no other servers do




Requires no additional client software




Cannot use IPSec



Internet Connection Sharing




Designed for small office or home office




Basically configures NAT with default settings, specific range of IP 





addresses and automatic assignment of IP addresses to clients




Limited to a single public, and a single private interface.



Proxy Server




Requires client configuration most of the time

Other NAT Facts (non-exhaustive)


If you have only a single public IP address you MUST select the ( “Translate TCP/UDP 


headers (recommended)” check box.


“Special Ports” need to be added to enable inbound host access, which require…



Incoming port#



Private (IP) Address



Outgoing Port

Howto Configure Internet Connection Sharing


Open Network and Dial-up Connections



Get Properties on the shared connection




Sharing Tab





Clik the ( “Enable Internet Connection Sharing” check box.






Clik on the “Settings…” button

Configure the “Applications” and “Services” TAB settings 





respectively.

Module 12, Configuring a Web Server

Methods of Authentication in IIS 5.0

· Anonymous Access

· Basic Authentication

· Digest Authentication

· DOES work across proxy servers

· IE 5.0 is the only browser that supports it.

· Integrated Windows



Does NOT work across proxy servers



Only IE 2.0 or later supports it.

If configured, Anonymous Authentication always takes precedence.

If Anonymous is not allowed, the most secure method is negotiated with the most preferred method listed sequentially:


Integrated Windows


Digest


Basic


Module 13, Deploying Win2000 Professional by using RIS
Only supports installing Win2000 Professional.

The RIS Service and Server require:

DHCP

Active Directory


Active Directory requires DNS

This implies a Windows 2000 domain is also required

RIS Server


2GB of disk space


Minimum of 2 partitions or 2 volumes


The “image” partition must have NTFS


The “image” partition cannot be the system or boot partitions

The RIS Client requires:


Windows Terminal PC


PXE (Pre-execution boot environment) compliant network



Part of the PXE spec. requires the mfg. To assign a GUID to the machine




The GUID is 32 characters and ends in the MAC address



Boot the system and press F12 when prompted to initiate a network service startup


RIS Startup Disk



The rbfg.exe creates the RIS Startup Disk.




\\RIS_Server\reminst\admin\i386\rbfg.exe



When the machine starts this way the GUID is the MAC address with enough leading 


zeros to make 32 total.

Two supported RIS image types:


CD-Based image



A CD-based image is created when RIS is installed



It has a standard answer file called ristndrd.sif which can be edited.



Setup Manager Wizard can also make a setup file for RIS images.



Can use Group Policy to install applicatons.


RIPrep image



Required for the fastest install



Required if you want to install applications along with the OS



Requires a source computer



Create the RIPrep image by \\RIS_Server\reminst\admin\i386\riprep.exe
Upon installation a RIS server can be as follows:


Don’t respond to any client requests


Respond to all client requests


Only respond to computers that have “pre-staged” computer accounts.

RIS servers need to be authorized in AD before servicing clients. This is actually done in the
DHCP MMC!

Howto get to RIS server properties:


Active Directory Users and Computers MMC



Open the Computers or Domain Controllers Container/OU




R-clik the RIS server





Properties






“Remote Install” TAB

Module 14, Managing a Windows 2000 Network

XXX

Module 15, Troubleshooting Windows 2000 Network Services

XXX

Module 16, Configuring Network Connectivity Between Operating Systems

XXX

Module 1, Intro to Active Directory in Windows 2000

XXX

Module 2, Implementing DNS to Support Active Directory

XXX

Module 3, Creating a Windows 2000 Domain

XXX

Domain Modes
Client computer OS versions and Member Server OS versions have no bearing on domain mode.


Mixed Mode



Can remain in this mode indefinitely



Required when 1 or more DCs are NT 4.0 DCs.


Native Mode



All DCs must be Win2000



Required for certain group nesting types



Required to use (or exploit) Universal Groups

Howto change domain mode:


AD User and Computers MMC, or, AD Domains & Trusts MMC



Select a domain




R-clik, get Properties





General TAB






Clik “Change Mode”

Changing modes is irreversible, and can only go from mixed to native.

Module 4, Setting Up and Administering Users & Groups

For Group Nesting info see Module 5, Course 2152-Implementing Win2000 Professional & Server

Upon creation, a User Account…


Is assigned a “User Logon Name”, and,


Is assigned a “Pre-Windows 2000 Logon Name”


A “Full Name” property entry is required

Requires selection of a UPN (User Principal Name) suffix which is a derivative of the domain name. I.E., a user in berlin.Deutschland.cuckooclocks.de could select (the default) of “cuckooclocks.de” as the User Principal Name (for logon purposes only).




UPN facts/ideas:





A user’s UPN can be the same as their e-mail address





The UPN does not change when a user is moved to a different 




domain

Alternate UPN suffixes have to be created (added).

Howto:

Active Directory Domains & Trusts MMC


R-clik Active Directory Domains & Trusts



Properties




UPN Suffixes TAB





Type an alternate
User LOGON name uniqueness RULES:


“Full Name” must be unique within the Container


“User Principal Name” must be unique within the Forest


“User Logon Name” (Pre-Win2000) must be unique within the domain

CSVDE.exe and LDIFDE.exe are bulk user import utilities.
Module 5, Publishing Resources in Active Directory

XXX

Module 6, Delegating Administrative Control

XXX

Module 7, Implementing Group Policy

Group Policy Inheritance (default order of application, which is synchronous can be made asynchronous, so that computer AND user policies execute at the same time.)


Computer Policy

Site


Domain



OU


Subsequent OUs

User Policy



Site


Domain



OU


Subsequent OUs

Within a particular GPO container, the policies are applied from bottom to top with the top, or highest policy in the list “winning” or prevailing. The order can be changed with the “Up” or “Down” buttons.

This can be verified by using the “Explain” TAB of the Properties box for a setting.

An exception to the rulebook thus far:


In almost all instances (see below() computer settings override user settings.

Another exception to the rulebook:


(When processing IP Security and User Rights settings the last GPO processed 


overwrites previous.

There is no hierarchy of domain GPO application.

GPOs can be configured (on a per GPO basis) for “No override”.

“No override” is actually configured on the link and not on the GPO itself.


Howto:

Properties dialog box for the container to which the GPO is linked


Group Policy TAB



Clik “Options…”




Clik “No override”

GPO inheritance can be blocked for a domain or OU with two exceptions:


Cannot selectively choose which GPOs are blocked


Inheritance cannot be stopped when the parent GPO is configured with “No override”



Howto:

Properties dialog box for the domain or OU at which you want to block

Clik on the ( “Block policy inheritance” checkbox

Default Group Policy refresh intervals:


Win2000 non-domain controllers



Every 90 minutes w/ a randomized offset of 30 minutes


Domain Controllers



Every five minutes

The default refresh values can be changed, but only by interval (frequency), not to a specific time.

Software installation and folder redirection settings are only applied at computer boot or user logon; refresh interval doesn’t affect this.

For Group Policy to apply to a computer or user account, the account needs to have an Access Control Entry (ACE) in the DACL for a GPO that allows the read permission and an ACE that allows the Apply Group Policy permission. Hence, Group Policy can be filtered to block its application.

There are two methods to implement GPO filtering (in the following examples, to FILTER a GPO from applying to network administrators:


1. Explicitly deny the “Apply Group Policy” permission to the security group that contains 

the OU administrators.

Howto:

In the Properties dialog box on the Security TAB, add the security group for the GPO 
that you do not want to apply to the OU administrators.


Deny the “Apply Group Policy” permission.


2. Remove the “Authenticated Users” from the permissions list.

Howto:



In a GPO’s Properties dialog box




Security TAB



Remove “Authenticated Users” from the permissions list




Create a security group and add all user accounts except the OU 




administrator accounts to this group





In the GPO’s properties dialog, add the new security group






Assign the group the “Read” and “Apply Group 







Policy” permissions
Module 8, Using Group Policy to Manager User Environments

XXX

Module 9, Using Group Policy to Manage Software

Software can be advertised, or published.

By assigning:


S’ware always available to the user, from any computer


S’ware is resilient, if any component is deleted, it’s reinstalled next time the user logs on and 



activates the app.


Assigning to a user advertises the app on the Desktop and the Start Menu. The app doesn’t 



get installed until the user dubl cliks on the app or a file associated with the app.


By Assigning an app to a computer the s’ware is automatically installed on startup, no 




advertising.

By publishing:


Only applies to User based distribution, not Computer based.


No shortcuts to the desktop or Start Menu are made


Occurs one of two ways:



Using Add/Remove Programs, display a list of available apps, clik “Install”



Using “Document Activation”, or dubl clicking on a file association

Module 10, Creating and Managing Trees & Forests

Howto make a server a Global Catalog Server:


Active Directory Sites & Services MMC



Expand the Domain Controller that will host the Global Catalog




R-clik “NTDS Settings”





Properties






Select or clear the “Global Catalog” check box.

XXX

Site Creation/Replication Methodology & Strategy
AD replication is created and occurs automatically. Only for greater control of traffic is the creation of sites, et al necessary.

The following tasks are completed in Active Directory Sites & Services

Create a “Site” object (ie, click on “Sites” container)


Which requires selecting an existing Site Link



Under the “IP” Container, a default Site Link called “DEFAULTIPSITELINK” exists.

Create a “Site Link” using an Inter-Site Transport


Select a transport



R-clik on “IP” or “SMTP”



Then set Cost (def.=100 [range 1(32,767]), 



Frequency (def.=180 min. [range, 1 hour increments per 7 day work week]), & 



Schedule (def.=Always Available [range 15min. (10,080min.]) 

Create “Subnet” objects


…which requires assigning a Subnet to an existing Site

As necessary create Site Link Bridges

Move/Add Domain Controllers to a Site

Hence…a Server has an IP Address…which is part of a Subnet…which is part of a Site…which is connected to other Sites by Site Links and Site Link Bridges

Single Master Operations (formerly FSMO)
Course 2154, Mod. 12
Forest level Operation Masters:


Domain Naming Master



Role is changed in:  Active Directory Domains & Trusts


Schema Master



Role is changed in:  Active Directory Schema

Domain level Operation Masters


RID Master



Role is changed in:  Active Directory Users & Computers


PDC Emulator



Role is changed in:  Active Directory Users & Computers


Infrastructure Master



Role is changed in:  Active Directory Users & Computers

Howto change the operations master role:

In the correct MMC console, R-clik the domain controller that will become the new 


Operations Master


Clik “Connect to Domain”


R-clik in the root node of the respective tool (listed above)





Clik the “Operations Master…” menu item




Clik the “Change…” button

How are Operation Master roles seized:

Ndtsutil.exe


At the ntdsutil prompt type roles



At the fsmo maintenance prompt type connections





At the server connections prompt type connect to server followed by 




the FQDN of the server to seize the role



At the server connections prompt type quit



At the fsmo maintenance prompt type one of the following:




Seize domain naming master (*a drastic measure)




Seize schema master (*a drastic measure)




Seize RID master (*a drastic measure)




Seize PDC master




Seize infrastructure master
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